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13 Cnncok ucnornb3oBaHHbIX UCTOYHUKOB



ONPEOENEHUA

B HacTosdLWweM JOKyMeHTe NCNOoMb3YTCA cneayolmne TEPMUHbI U X onpeaeneHuns.

ABTOMaTU3MpOBaHHaA CUCTeMa — CUCTeMa, COCTOsdLllas M3 nepcoHana u Kom-
nrnekca cpencTts aBToMaTU3auuMn ero OedATenbHOCTU, peanuaylowas WHOPMAaLVNOHHYHO
TEXHOMOIMI0 BbINOSIHEHUST YCTAHOBMNEHHbIX (OYHKLWNA.

AyTeHTUMKaAUMA oTnpaBuUTeNns AaHHbIX — MNOATBEPXAEHWEe TOro, 4To OT-
npaBuTENb NOMYYEHHbIX AAaHHbIX COOTBETCTBYET 3asiBIIEHHOMY.

Be3onacHOCTb NepcoHanbHbIX AaHHbIX — COCTOSHME 3alUULLEHHOCTU Nepco-
HarnbHbIX JAHHBIX, XapakTepmnsyemoe CrnoCOOHOCTLIO NoMb3oBaTeNen, TEXHUYECKNX CPEeaACTB
N MHPOPMALMOHHBIX TEXHOSOMIN obecnednTb KOHPUAEHUNANbHOCTb, LEeNoCTHOCTbL U A0-
CTYNHOCTb NEePCOHanbHbIX AaHHbIX NpK nx 0b6paboTke B MHPOPMALMOHHBIX CMCTEMAX nep-
COHanbHbIX JaHHbIX.

BuomeTpuyeckmne nepcoHanbHble AaHHble — CBEEHUS, KOTOPbIE XapaKkTepusyoT
dusnonornyeckne oCobeHHOCTN YernoBeka U Ha OCHOBE KOTOPbIX MOXHO YCTAHOBUTb €ro
NUYHOCTb, BKITtoYasa potorpadun, oTneyaTku nansLes, obpas ceTyaTku rrnasa, ocobeHHo-
CTW CTPOEHUs Tena un apyryo nogobHy nHopmMaumio.

BnoknpoBaHue nepcoHanbHbIX AaHHbIX — BPEMEHHOE npekpalleHme cbopa, cn-
cTeMaTusaumm, HakKonneHusi, NCNOMb30BaHUSA, PacnpoCTpPaHEHUS, NEPCOHanbHbIX AaHHbIX,
B TOM 4YUCne ux nepegadn.

Bupyc (KoMnbOTEPHbIN, NPOrpaMMHbINA) — UCMOSTHSAEMbIN NPOrpaMMHbINA KOA UK
NHTEPNPETUPYEMbIN Habop NHCTPYKLMIA, obnagarowmn CBOMCTBaMMU He-
CaHKUMOHMPOBAHHOIO pacnpoCcTpaHeHus n camoBocnpoudseneHns. CosgaHHble aybnuvka-
Tbl KOMMbLKOTEPHOrO BUPYCa He BCerga coBnagatoT C OPUrMHANIOM, HO COXPaHSIT cnocob-
HOCTb K asfibHenLWemy pacnpoCTpaHeHUIO 1 CaMOBOCMPOU3BEAEHNIO.

BpeaoHocHas nporpamma — nporpamMmma, npegHasHavyeHHasa ans ocyLecTBreH s
HeCaHKUMOHMPOBAHHOIO AOCTYNa U (Mnv) BO3AENCTBUS Ha NepcoHaribHble AaHHbIE UK pe-
CYpCbl UHPOPMALIMOHHOW CUCTEMbI NEPCOHANbHbIX AAHHbIX.

BcnomoraTtenbHble TeEXHUYECKME CpeAcTBa U CUCTEMbl — TEXHMYECKME cpea-
CTBa N CUCTEMbI, HE NpeAHa3Ha4YeHHble Ans nepegayun, obpaboTkm n XpaHeHUs NepcoHarnb-
HbIX AaHHbIX, YCTaHaBNMBaeMble COBMECTHO C TEXHUYECKUMWU CpeacTBaMu U CUCTEMaMW,
npegHasHa4vyeHHbIMU 4nst 06paboTkM NepCcoHarnbHbIX AAaHHbIX UK B NOMELLEHMSIX, B KOTOPbIX
YCTaHOBIEHbI MH(POPMALIMOHHBIE CUCTEMbI MEPCOHANbHbIX JAHHbIX.

[docTtyn B onepauuoHHylo cpeny Komnbiotepa (MHhOpMaLMOHHOM CUCTEMbI

nepcoHaNnbHbLIX ,D,aHHbIX) — noJly4yeHne BO3MOXHOCTU 3arnycCka Ha BbINMOJIHEHUE LUTATHbIX KO-



MaHg, yHKUMIA, npoLeayp OnepaumoHHOM cUCTEMbI (YHUHMTOXEHUS, KOMMPOBaHWS, nepemMelLie-
HUSA 1 T.M.), UCNOMNHAEMbIX DaroB NPUKIIadHbLIX NporpamMm.

Joctyn K wuHcpopmauum — BO3MOXHOCTb MOMydYeHUss uHopMauMm U ee Uc-
Nofb30BaHNA.

3aknago4yHoe YCTPOMCTBO — 3MEMEHT CpecTBa CbemMa MH(opMaLmm, CKPbITHO BHE-
psieMbli (3aKnagblBaEMbI UM BHOCUMbIN) B MECTa BO3MOXHOMO Cbema MHdpopmaummn (B TOM
yucre B OrpaxaeHue, KOHCTPyKUuuo, obopyaoBaHue, npegMeTbl MHTepbepa, TPaHCMOPTHbIe
CPELCTBa, a Takke B TEXHUYECKME CpeacTBa U cucTeMbl 06paboTkn MHopmauun).

3awmwaemaa wuHdopmauusa— uvHboOpMauUs, SABNSIOWAsCa NpeaMeTom  cob-
CTBEHHOCTW W MoAfexallas 3awmte B COOTBETCTBUM C TPeboBaHMAMM NPaBOBbIX JOKYMEHTOB
nnn TpeboBaHMAMU, yCTaHaBNMBaEMbIMU COBCTBEHHNKOM MHGPOPMaLIUN.

NaeHTudmukauma — npmuceoeHve cybbektam M obbekTam OocTyna naeHtudmkatopa u
(wnn) cpaBHeHVE NPeabABIAEMOro naeHTUukaTopa ¢ nepeYyHeM NPUCBOEHHbIX NOeHTUMKa-
TOpPOB.

MHdopMaTUBHBIA  CUrHamM — 9MeKTpUYecKue CurHanbl, akycTuyeckue, ariek-
TPOMarHUTHbIE U Apyrve omandeckue rors, rno napameTpam KOTOpPbIX MOXET ObITb packpbiTa KOH-
domaeHumansHas MHpopMaums (NepcoHarnbHble JaHHble) obpabaTbiBaemas B MHpOpMaLMOHHON
cucTeMe nepcoHarnbHbIX JaHHbIX.

MHdopmaumoHHaa cuctema nepcoHanbHbIX AaHHbIX (UCMAOH) — nHdpopmaum-
OHHasi cuctema, npeacrasnsowaa cobon COBOKYMHOCTb NEepPCOHarnbHbIX AaHHbIX, coaep-
Xawmxca B 6ase [OaHHbIX, a Takke WH(OPMAUMOHHBIX TEXHOMOMMM U TEXHUYECKUX
CpPeAcTB, MO3BOMAKLWNX OCYLECTBNATL 06paboTKy TakMx NepcoHasibHbIX OaHHbIX C UC-
NonNb30BaHNEM CPeACcTB aBToMaTmu3aumm unm 6e3 ncnonb3oBaHUSA TakMx CPeacTs.

NHdpopmaumoHHbIe TeXHOOormm — NpoLeccol, MeTogpl Nomcka, coopa, XpaHeHus!, 0b-
paboTKM, NpeaoCTaBrieHNsi, PacnpoCTpaHeHs1 MHGOPMaLUMK U CMOCODbI OCYLLECTBAEHNSA TaKUX
NpoLLeccoB U METOLOB.

Ucnonb3oBaHue nepcoHanbHbIX AaHHbIX — JENCTBUSA (onepaunn) ¢ NnepcoHanb-
HbIMW JaHHbIMW, COBEpLUIaeMble OrnepaTopoM B LESSX MPUHATUSA peLLIEeHNA Nnn coBepLue-
HUSA UHbIX OENCTBUI, NOPOXAALWMX OpUaNYecKne nocnencTems B OTHOWEHUN cybbekTa
nepcoHanbHbIX AaHHbIX UKW Apyrux nuy Nubo nHeiM obpa3omM 3aTparMeBaromnx npasa u
cBobobl CyObeKTa NepcoHanbHbIX JAHHbIX UKW OPYIUX NnL.

MUcTouyHuK yrposbl 6Ge3onacHoctu uHdopmauum — cybbekT [ocTyna, marte-
pyanbHbIi OOBEKT UM (Usnyeckoe SBrEHNE, SBMAIOLMECS MPUYNHON BO3HUKHOBEHWUSA YrpoO3bl

6e3onacHoOCTM MHopMaL K.



KoHTponupyemasa 30Ha — NpOCTPaHCTBO (TEppUTOpUSA, 30aHue, YacTb 30aHus, nome-
LLIeHWe), B KOTOPOM WCKIMKOYEHO HEKOHTponmpyemoe npebbiBaHve MOCTOPOHHUX NuU, a Takke
TPaHCMOPTHbIX, TEXHUYECKUX N UHBIX MaTepuarnbHbIX CPeACTB.

KoHdmaeHumManbHOCTbL NepcoHanbHbIX AaHHbIX — obs3atenbHoe Ana cobnto-
[EHMSA OnNepaTopoM Ui UHbIM MOSTYYMBLLMM JOCTYN K NEepCOHarbHbIM AaHHBIM NMLOM Tpebosa-
HMe He JornyckaTb MX pacrnpocTpaHeHue Ge3 cornacusa cybbekta NepcoHasribHbIX OAHHbLIX UM
HanMumsa NHOro 3aKOHHOTO OCHOBAHWS.

MexceTeBOW 3KpaH — JioKanbHOE (OAHOKOMMOHEHTHOE) WM (PyHKUMOHArbHO-
pacrpefeneHHoe nporpaMmmMHoe (rnporpamMmmHo-annapaTHoe) CpeacTBO (KOMMIIEKC), peanuaytoLLiee
KOHTPOSb 3a MH(popMaLumen, NocTynaroLwen B MHPOPMAaLMIOHHYIO CUCTEMY MEPCOHasTbHbIX AaH-
HbIX 1 (MNK) BbIXOASLWEN N3 MHGOPMALMOHHON CUCTEMBI.

HapywuTtenb 6e30onacHOCTM nepcoHanbHbIX AAaHHbIX — M3NYecKoe NnULO, Cry-
YaHO UNM NpegHaMEPEHHO COBEpLLAtOLLIee AEWCTBUSA, CNeacTBUEM KOTOPbIX SBMSETCS HapyLue-
HMe 6e30nacHOCTN NEepPCOoHarbHbIX AaHHBIX MPY UX 0BpaboTke TEXHUYECKUMU CpeacTBamMn B UH-
POPMALIMOHHBIX CUCTEMAX NEPCOHASNBHBIX JAaHHbIX.

HeaBTOMaTn3anpoBaHHasi obpabGoTka mnepcoHanbHbIX AaHHbIX — 06paboTka
NnepcoHanbHbIX OaHHbIX, CoAepXalmxcs B MHMOPMALMOHHOM CUCTEME MNEepPCOHanbHbIX
AaHHbIX NIMOO N3BMEYEHHbIX U3 TaKOM CUCTEMbI, CHUTAETCH OCyLLEeCTBIeHHON 6e3 ncnosb-
30BaHNSA CpeacTB aBToOMaTusaumm (HeaBTOMAaTM3MPOBAHHOW), €CNU Takue OeWcTBUs C
nepcoHanbHbIMW OaHHbIMW, KaK UCMONb30BaHNE, YTOYHEHWE, PacnpoCTpaHeHUe, YHUYTO-
XEHMEe NepcoHanbHbIX JAHHbIX B OTHOLUEHUM KaXK4oro u3 cyObekToB nepcoHanbHbIX AaH-
HbIX, OCYLLECTBSTCA NPU HENOCPEACTBEHHOM Y4acTUM YenoBekKa.

HepeknapupoBaHHble BO3MOXHOCTU — (DYHKLMOHArNbHbIE BO3MOXHOCTU CPeacTs
BbIYMCIIUTENBHOM TEXHUKWN, HE OMMCaHHbIE UM HE COOTBETCTBYHOLLME ONMCAHHBLIM B JOKYMEHTa-
LMK, NPU UCMNONb30BaHUM KOTOPbLIX BO3MOXHO HapyLUeHWe KOHbuaeHUMansHOCTH, AOCTYNHOCTH
UM LENOCTHOCTK obpabaTbiBaeMon MHpopmMaumn.

HecaHKUMOHUPOBaHHbLIN AOCTYN (HECAaHKLMOHMPOBAHHbIE AEUCTBUA) — OOCTYN
K MHpopMaumm nnm aencTems ¢ MHopMaLumen, HapyLuaroLLme npasuna pasrpaHnyeHnst 4oCTyna
C MCMONb30BaHMEM LUTATHbIX CPEACTB, NPEAOCTaBMnsAeMbIX WH(POPMALMOHHBIMU CUCTEMaMMU
nepcoHasnbHbIX AAaHHbIX.

Hocurtenb nHdopmaumm — manyeckoe nmuo nnm MmatepmarnbHbiin OOBEKT, B TOM YMcre
dom3nyeckoe norse, B KOTOPOM UHAOPMaUMs HaXoauT CBOE OTpaXeHue B BMOEe CUMBOIIOB, obpa-
30B, CUrHarnoB, TEXHUYECKNX PELUEHWI M NPOLIECCOB, KONMMYECTBEHHbIX XapakTepucTuk uau-

YECKNX BEJTUYUH.



Ob6e3nnumBaHue nepcoHasnbHbIX AAaHHbIX — OEWCTBUSA, B pe3ynbTaTe KOTOpbIX
HEBO3MOXHO ornpefenvTb NPUHAANEXHOCTb NEPCOHarnbHbIX AaHHbIX KOHKPETHOMY Cybb-
€KTy NepcoHarbHbIX AAaHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX — OEUCTBUS (OMnepaunn) C nepcoHanbHbIMM
AaHHbIMK, BKIHoYas cbop, cuctemMaTu3aumio, HakonreHne, XpaHeHue, YyTouHeHre (o0bHoBreHue,
N3MEHEHME), MCMOSb30BaHME, pacnpocTpaHeHue (B TOM uucre nepegady), obesnuumsaHue,
BroknpoBaHme, yHUYTOXEHNE NepcoHarbHbIX AaHHbIX.

OOwenocTynHble MepcoHanbHble AaHHble — MepCcoHanbHble OaHHble, AO0CTYnN
HEeOorpaHMYeHHOro Kpyra nuu, K KOTOpbiM NPeaoCTaBrieH C cornacusi cybbekta nepcoHanb-
HbIX AaHHbIX UM Ha KOTOpble B COOTBETCTBUM C bedeparbHbIMU 3aKOHaMU He pacnpo-
cTpaHsieTca TpeboBaHue cobniogeHns KOHPUAEHUNANbHOCTMW.

OnepaTtop (nepcoHanbHbIX AaHHbIX) — rOCY4APCTBEHHbIA OpraH, MyHUUMMNAasbHbIN
opraH, ropuaudeckoe nnum usndeckoe nNuuo, opraHusyroee n (unu) ocyluecTenstowiee obpa-
BOTKy NepcoHarnbHbIX AaHHbIX, a TaKkke onpeaensiome Luenm n cogepxaHne obpaboTtkm nep-
COHarnbHbIX JaHHbIX.

TexHu4yeckmne cpencresa MHGPOPMALUMOHHON CUCTEMbI MEpPCOHaNbHbIX AaH-
HbIX — CPeaCTBa BbIYMCIIUTENBHOM TEXHUKWN, MHPOPMALMOHHO-BBIYUCTIUTENBHBIE KOMMMEKCHI U
CeTun, CpeacTBa 1 cucTeMbl nepedaydm, npuema m obpabotkm MNOH (cpeacTea 1 cMCTEMbI 3BYKO3a-
M1cK, 3BYKOYCUIEHMS, 3BYKOBOCMPOU3BEAEHWS, NEPEroBOpHbIE U TENEBU3NOHHBIE YCTPOWCTBA,
CPeACTBa N3rOTOBIIEHUS, TUPAXXMPOBAHUS JOKYMEHTOB U Apyrie TeXHUYeCKue cpeacresa obpaboT-
KN peyveBon, rpadomyeckon, Buaeo- n ByKBeHHO-LUMPOoBOM NHGOpMaLMK), NporpaMMHble cpen-
CTBa (OnepaumoHHble CUCTEMBI, CUCTEMbI YrpaBneHust 6azamm AaHHbIX 1 T.M.), CpeacTBa 3allmnThbI
NHpopMaLmK, NPUMEHsSIEMbIE B MH(POPMALIMOHHBIX CUCTEMAX.

MepexBat (MHdOpMaUUM) — HenpaBOMEpPHOE MofnyyYeHne uHdopMaumMm C UC-
Nnofib30BaHNEM TEXHUYECKOro CpeacTBa, OCYLIEeCTBAsSOLWEro obHapyxeHue, npuem m ob-
paboTKy MHPOPMATMBHbBIX CUrHAMNOB.

MepcoHanbHble faHHble — Nbas MHpopMaLns, OTHOCALLAACS K onpeaerieHHOMY
Unn onpegensieMoMy Ha OCHOBaHWM Takon WMHopmaumu usndeckomy nuuy (CyObekTy
nepcoHanbHbIX JaHHbIX), B TOM 4Y1cne ero pamunud, nMmsi, oT4eCTBO, rod, Mecsu, aaTta u
MEeCTO pPOXAeHWs, agpec, CEMenHoe, coumnarnbHOe, NMYLLEeCTBEHHOE NOMoXeHne, obpaso-
BaHuWe, npodpeccud, oxoabl, Apyrast MHopmaums.

Mob6oYHbIe 3NEeKTPOMAarHUTHbIe WU3NyYeHUs1 U HaBOAKU — IIEKTPOMarHuUTHbIE
N3Ny4YeHns TEXHUYECKUX CpeacTB obpaboTkm 3awuuwiaemMon nHhopmauumn, BO3HUKatoLWme
Kak NnoboYHOE SIBfiEHNE U BbI3BaHHbIE ANEKTPUYECKUMWN CUTHaNamMmu, AenCTBYOWNMM B UX
9NEKTPUYECKUX U MArHUTHBIX LIENsX, a Takke 3NeKTPOMarHUTHbIE HABOAKM 3TUX CUrHarnoB

Ha ToKonpoBoaALlnE NIMHUN, KOHCTPYKUUW U Lenn NTaHuA.
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MonuTtuka «4UCTOro crtona» — KOMMMEKC OPraHmM3auMOHHbIX MEPONPUATUN, KOH-
TPONUPYIOLWNX OTCYTCTBME 3anUCbIBaHUA Ha ByMakHble HOCUTENW Kroven n aTtpubytoB
AocTyna (naponen) n xpaHeHus nx B6nman o6bEKTOB focTyna.

Monb3oBatenbs MHPOPMALUOHHON CUCTEMbI NEPCOHAaNbHbIX AAHHbLIX — NAULO,
y4yacTByolee B YHKLMOHUPOBAHMM NH(OPMALMOHHOW CUCTEMbI NEPCOHANbHbLIX OAHHbIX
U UCNosbayloLlee pesyrnbTaTtbl €€ PYHKLNOHMPOBAHMSI.

MpaBuna pasrpaHnyYeHnsa AOCTYyNa — COBOKYMNHOCTb NpaBusl, pernaMeHTUpYyoLWwmx
npaBa goctyna cybbekToB gocTtyna Kk obbektam gocryna.

MporpammHas 3aknagka — Ko nporpammbl, NpeaHaMeEpPEHHO BHECEHHbLIM B MpO-
rpaMmMmy C Lenblo OCYLLECTBUTb YTEYKY, U3MEHUTb, BIIOKMPOBaTb, YHUYTOXUTL MHOPMa-
LU0 UITN YHUMTOXUTE M MOaUdMUMPOBaTh NporpaMmmHoe obecrneyeHne MHOpMaLMOHHON
CMCTEMbI NEPCOHanbHbIX AaHHbIX U (MNK) GNokMpoBaTb annapaTHble CpeacTBa.

MporpaMMHoe (nNporpamMmMHO-MaTeMaTU4yecKoe) BO3AEUCTBUE — HeCaHKLMO-
HUPOBAHHOE BO34ENCTBME Ha pecypcCbl aBTOMATU3NPOBAHHOW MH(OPMALIMOHHOM CUCTe-
Mbl, OCYLLIECTBIIIEMOE C UCMONb30BaHNEM BPEAOHOCHbLIX MPOrpamMm.

PackpbiTe nepcoHanbHbIX AAHHbIX — YMbILWSIEHHOE UMK ClyYalnHOe HapyLleHne
KOH(pMOeHUManbHOCTU NEPCOHanbHbIX AAHHbIX.

PacnpocTpaHeHue nepcoHanbHbIX AaHHbIX — OEACTBUA, HanpaBneHHbIe Ha ne-
pefayy nepcoHanbHbIX AaHHbIX ONMpeAenieHHOMY Kpyry nuy (nepedada nepcoHanbHbIX
AaHHbIX) UM Ha O3HAKOMIIEHME C MNepcoHarbHbIMW OAHHBIMW HEOrpaHWYEeHHOro Kpyra
nuu, B TOM 4Yucne obHapogoBaHME NepcoHarbHbIX AaHHbIX B CPeaCcTBax MacCOBOW UH-
dopmaumm, pasmelieHne B MUHPOPMaLMOHHO-TENEKOMMYHUKALMOHHbBIX CETAX UK npeno-
CTaBrfieHne 4OCTyna K NnepcoHarnbHbIM AaHHbIM KakKMM-1inbo MHbIM cnocobom.

Pecypc MHdOpMaLUMOHHON CUCTEMbI — UMEHOBaHHbIA 3N1IEMEHT CUCTEMHOrO, Npwu-
KnagHoOro unu annapatHoro obecnevyeHns (PyHKLMOHMPOBAHUSA UH(OPMALIMOHHON cUCTe-
Mbl.

CneumanbHble KaTeropMm nepcoHasibHbIX AAHHbIX — MNEPCOHanNbHbIE [aHHbIE,
KacaloLmecs pacoBoun, HaLMOHaNbHOW NPUHAANEXHOCTU, NONIUTUYECKUX B3rNSA0B, penu-
MO3HbIX NN PUNOCOGCKNX YOEXOAEHUIN, COCTOSHUS 300POBbA U MHTUMHOW XXU3HU CyOb-
€KTa NepcoHarnbHbIX AaHHbIX.

CpencrBa BblYUCNUTENBHOMN TEXHUKN — COBOKYMHOCTb MPOrPaMMHbIX Y TEXHUYECKNX
3MNeMEHTOB cucTeM 06paboTKM AaHHbIX, CMNOCOBHBIX (OYHKLMOHMPOBATL CaMOCTOSATENBHO UK B
cocTaBe ApYyrnx CUCTEM.

Cy6bekt poctyna (CyOobekT)— nuMuo unmM npouecc, OEWUCTBUS KOTOpPOro per-

naMeHTMpYTCS NpaBunaMm pasrpaHmyeHuns 4ocTyna.



TexHu4YecKknn KaHan ytTevykm nHdopmMaumm — COBOKYNHOCTb HOCUTENS MHAOpMaLIMK
(cpeactBa 06paboTKM), PU3MHECKON Cpedbl PacnpPOCTPaHEHUA MH(OPMATMBHOIMO CuUrHana u
CPEeACTB, KOTOPbIMU A06bIBaETCS 3alumLLaemMast MHopmaums.

TpaHcrpaHnyHas nepegava nepcoHasnibHbIX AaHHbIX — Nnepegadva nepcoHarb-
HbIX JaHHbIX OnepaTopom Yepes [focyaapcTBeHHYO rpaHuly Poccuinckon denepaumm op-
raHy BnacTM WMHOCTPaAHHOrO rocygapcrea, U3NYeckoMy WNn Lpuandeckomy nuuy WHO-
CTPaHHOro rocygapcraa.

Yrpo3bl 6e30nacHOCTU NepPCOHanbHbIX AaHHbIX — COBOKYMHOCTb YCIOBWUIA N GaKTo-
POB, CO34alLLMX ONMACHOCTb HECAHKLIMOHUPOBAHHOTO, B TOM YMUCIe CIlydanHOro, AOCTyna K nep-
COHasbHbIM JaHHbIM, Pe3yribTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHWNE, U3MEHEHME, Boknpo-
BaHWe, KOMMPOBaHME, pacnpoCTpaHeHNe NEPCOHarbHbIX AaHHbIX, @ Takke MHbIX HECaHKLMOHNPO-
BaHHbIX ENCTBUI Npu nx 0bpaboTke B MHpOPMaLMOHHOM CUCTEME NEPCOHAsTbHbIX AaHHbIX.

YHUUYTOXEHNEe NepCoHanbHbIX AAaHHbIX — OJENCTBUS, B pe3yrbTaTe KOTOPbIX HEBO3-
MOXXHO BOCCTaHOBUTb COAEPKaHUE NEPCOHArbHbIX AaHHbIX B MHPOPMaLMOHHON cucteme nepco-
HanbHbIX AAHHbIX UK B pe3yrnbTaTe KOTOPbIX YHUUTOXAKTCA MaTepuarnbHble HOCUTENN nep-
COHanbHbIX JaHHbIX.

YTeuka (3awmwaemoun) uHcdpopmMaumMm NO TEXHUMYECKUM KaHariaM — HeKOH-
TpONMpyemMoe pacrpocTpaHeHne MHopMaumm OT HOCUTENS 3almLaeMon MHopmaumm Yyepes
dom3nyeckyro cpeay A0 TEXHNYECKOro CPeACTBa, OCYLLECTBAIOLLErO NepexsaT nHopmaLmm.

YuypexaeHue — YnpasneHue obpasoBaHus.

Ya3BuMocTb — Cnaboctb B CpeacTBax 3aluTbl, KOTOPYHD MOXHO WCMONb30oBaTb Afs
HapyLLEHNS CUCTEMbI UK CoAepKaLLiencs B Hel MHdopmMaLmi.

LlenocTHOCTb MH(hpOpMaLIMK — CNOCOBHOCTL CPeACTBa BbIMUCIIUTENBHON TEXHWUKA NI
aBTOMAaTU3MPOBAHHOW CUCTEMbI 0BecrneunBaTb HEM3MEHHOCTb MHAPOPMaLIMKN B YCIOBUSX CryYan-

HOro nunn npeaHamMmepeHHOro UCKaXXeHmd (paspyLueH I/IFI).



OBO3HAYEHUA U COKPALLEHUA
ABC — aHTuBMpYyCHbIE CpeacTBa
APM — aBTOMaTU3MpPOBaHHOE paboyee MecTo
BTCC — BcriomoraternbHble TEXHUYeCKue cpeacrsa U CUCTEMBbI
WCIMOH — nHopmaumoHHasa cucteMa nepcoHasbHbIX aHHbIX
K3 — KoHTponMpyemas 3oHa
JIBC — nokanbHasi BblumMcnnTenbHasi ceTb
M3 — mexceTeBon aKpaH
HC[] — HeCaHKLMOHMPOBAaHHbIN JOCTYN
OC — onepaumoHHas cuctema
MOH — nepcoHanbHble AaHHbIE
MMB — nporpaMMHO-MaTeMaTU4YecKoe BO3OeNCTBME
MO — nporpammHoe obecneyeHne
MOMWUNH — noBGoYHbIE 3NEKTPOMArHUTHBIE N3ITy4EHUS N HABOAKM
CAS3 - cucrema aHanuaa 3alnLEHHOCTU
C3W — cpencTtBa 3awmThl MHOPMaL MM
C3IMNAH — cuctema (noacmuctema) 3awmThbl NEPCOHAarbHbIX AaHHbIX
COB - cuctema obHapy>XeHUs BTOPXKEHUN
TKYW — TexHn4yeckue kaHarbl yTeykn nHpopmaumm

YBIMOH — yrpo3bl 6e30nMacHOCTM NepCOHasbHbIX JaHHbIX
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BBEOEHUE

HacTtosiwaa KoHuenuus mHdopmaumoHHon 6GesonacHoctn WCIOH YnpaBnenus
obpasoBaHua (fanee - YupexaeHus), asnseTca ouumanbHbiM JOKYMEHTOM, B KOTOPOM
onpegernieHa cuctema B3rnsgoB Ha obecneyeHne MHopmMaunoHHon 6esonacHocTn Yupe-
XOeHus.

HeobxoaumocTtb paspaboTtkn KoHuenunm obycnosneHa CTpemMuTeNbHbIM paclunpe-
HMeM cdepbl NPUMEHEHUST HOBEWMLUMX MH(OPMALMOHHBLIX TEXHOMOMMM M MpPoLeccoB B
YupexaeHusx, npu obpaboTke nHpopmaumm Boobule, N NepcoHanbHbIX OaHHbIX B YacT-
HOCTMW.

HacTosiwan KoHuenuunsa onpenensetr OCHOBHblE LEnW M 3ajadn, a Takke obLulyto
cTpaTernto NOCTPOEHUS CUCTEMbI 3aLMTbl NepcoHanbHblX AaHHbIX (C3MOH) YypexaeHus.
KoHuenuus onpegensieT oCcHOBHble TpeboBaHuA 1 6a3oBble NOAXOAbl K UX peanuaauuu,
ANs gOCTUxeHUs Tpebyemoro ypoBHsi 6e3o0nacHOCTU MHdOpMaLn.

KoHuenuna paspaboTaHa B COOTBETCTBMM C CUCTEMHbLIM NOAXOAOM K obecneve-
HUIO MHGOPMaUMOHHON Be3onacHocTn. CUCTEMHLIM NOAXO4 npeAnonaraeT npoBeaeHne
KOMMNIieKca MeponpusaTui, BKIIKOYaKLWMX UccnefoBaHuMe Yrpo3 WMHGOpMauMoHHOW 6es-
onacHocTM u paspaboTky cuctemsbl 3awmuTbl MNMOH, ¢ NO3MLMN KOMMNIIEKCHOTO NPUMEHEHUS
TEXHUYECKMX N OPraHn3aLMOHHbBIX MEP N CPEACTB 3aLuuUThbI.

Moa vHdopmaumoHHon B6e3onacHocTbio MNOH NnoHMMaeTcs 3alMLWEHHOCTbL Nepco-
HamnbHbIX AaHHbIX U obpabaTbiBalowen UX MHAPPACTPYKTYpe OT MOBbIX CryYamHbIX UK
3rI0HaMEpPEHHbIX BO34ENCTBUN, pe3ynNbTaToOM KOTOPbLIX MOXET SIBUTbCA HaHECEHWE yLuep-
6a camon nHdopmauun, ee Bnagenouam (cydbvektam MNMOH) unm nHdpactpykrype. 3agaum
MHOPMaLNOHHOM Be30MacHOCTN CBOAATCHA K MUHUMM3aUuKN yuiepba oT BO3MOXHOW pea-
nunsaumm yrpos 6esonacHoctu MNOH, a Takke K NPOrHO3MPOBAHWUIO N NPeaoTBpaLLEHUIO Ta-
KUX BO3OENCTBUMN.

KoHuenuma cnyXut ocHoBoWn Ansi pa3paboTkM KOMMMeKca OpraHn3aunoHHbIX U TeX-
HUYeCKnx mep no obecnevyeHnto NMHPOPMaLMOHHOM Be3onacHOCTUN YupexaeHun, a Takke
HOPMaTUBHbIX N METOANYECKUX OOKYMEHTOB, obecneudmBalolnx ee peanu3aumioo, n He
npegnoniaraeT NogMeHbl PyHKUNN rocyaapCTBEHHbLIX opraHoB Bnactn Poccuinckon dene-
pauun, oTBedvarLlwmx 3a obecneyeHne 6e30NacHOCTU MHAPOPMALMOHHBLIX TEXHONOMMN M
3aLnTy NHopmaLmn.

KoHuenuma asnaeTca MeTogonorn4eckon OCHOBOM Ans:

- hbopmmpoBaHMs M NpoBeaeHNs] eanHON MONUTUKKM B obnactu obecneveHnsa 6es-

onacHoctu NMAH B UCT1OH YupexaeHus;
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- MPUHATUSA yNpaBIiEHYECKMX PeLUeHU U pa3paboTKM MpakTUYecKMx Mep no BO-
nnoweHnto nonutnkn 6esonacHoctn MOH 1 BbIpabOTKM KOMMMEKCa COrnacoBaHHbIX Mep
HOPMaTUBHO-NPABOBOrO, TEXHOTOMMYECKOro 1 OpraHN3aLUMOHHO-TEXHNUYECKOrO Xapakrepa,
HanpaBfiEHHbIX Ha BbISIBMIEHWE, OTPaXeHWe W NMKBUOAUMIO MOCNEeACTBUA peanuaaumm
pasnyHbIX BUAOB yrpo3 MNOH;

- KoopauHauMm [eaTerlbHOCTU CTPYKTYPHbIX noApasgerieHnn YypexaeHus npu
npoBegeHun paboTt no passutmio n akcnnyataumm VUCIMOH ¢ cobniogeHnem tpeboBaHmm

obecneyeHust 6e3onacHocTn MNAH;

- pa3paboTku nNpensioXkeHun No COBEPLUEHCTBOBAHMIO MPaBOBOro, HOPMAaTUBHOIO,
METOANYECKOro, TEXHUYECKOro U opraHm3aumoHHoro obecneyeHnss 6esonacHoctn MNOH B
NCIOH YypexaeHus.

O6nacTtb npumeHeHnsa KoHuenuum pacnpocTpaHsieTcsl Ha BCe YYpexaeHust MMeto-
LuMe OTHOLWEHMe K cucteme obpasoBaHMa TalMbIPCKOro MyHULMMNANbHOrO panoHa, 3KC-
nnyaTupylowme TexHnyeckme n nporpammuble cpencrtea NCIOH, B KOTOPbIX OCYLLECTBS-
eTcsl aBTomaTuanpoBaHHasa obpaboTtka MNMH, a Takke Ha NoapasaeneHns, ocyLecTBIsH-
LuMe conpoBoXaeHune, obcnyxmeaHne n obecrneyeHne HopmarnbHOro PyHKLMOHUPOBAHMS
NCMOH.

lMpaBoBon 6Gason gns paspaboTkm HacTosiwen KoHuenuuu cnyxat TpeboBaHus
aencTBylowmnx B Poccun 3akoHogaTenbHbIX M HOPMaTMBHbBIX JOKYMEHTOB MO 0b6ecneyeHnto

6e3onacHOCTM NepcoHanbHbIX AaHHbIX (MOH).
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1 O6wume nonoxeHus

Hactoswaa KoHuenuusa onpegensieT OCHOBHble Lenu U 3aayun, a Takke obulyto
cTpaTernto NOCTPOEHUSI CUCTEMbBI 3aLMThl NepcoHanbHblX AaHHbIX (C3MOH) YupexaeHus,
B cooTBeTCcTBMM C [NepeyHem NCTIOH. KoHuenuusa onpegenseT OCHOBHble TpeboBaHuA u
6asoBble NOAX0Abl K UX peanusaumu, ana JOCTuxKeHns Tpebyemoro ypoBHsi 6e3onacHoCTur
NHdopMaLun.

C3INAH npeactaBnsgeT cobor COBOKYNHOCTb OPraHM3aumMOHHbIX U TEXHUYECKUX Me-
ponpuaTUM ansa 3awmtbl MNOH OT HENPaBOMEPHOro UMM CrydYanHoro AoCTyna K HUM, YHU-
YTOXEHUHA, U3MEeHeHUs, BNoKMpoBaHUs, KONMpoBaHWUA, pacnpocTpaHeHusa [NOH, a Takke
WHbIX HENPaBOMEPHbIX AEUCTBUN C HUMM.

BesonacHoCTb nepcoHanbHbIX AaHHbIX JOCTUraeTcs NyTeM UCKITIOYEHUS HeCaHKLM-
OHMPOBAHHOIO, B TOM YMCIie CriydarHoro, 4OCTyna K nepcoHanbHbIM JaHHbIM, pe3ynbTa-
TOM KOTOPOrO MOXET CTaTb YHUYMTOXEHWe, U3MeHeHue, BGrokMpoBaHue, KOnMpoBaHue,
pacnpocTpaHeHne nepcoHaribHbIX AaHHbIX, @ Takke WHbIX HeCAHKLMOHMPOBAHHbLIX Aeu-
CTBUN.

CTtpykTypa, cocTtaB u ocHoBHble byHKUun C3IMOH onpeaensatoTcs UCXoasa M3 Krnacca
NCMAOH. C3MOH BkNoYaeT opraHu3auMOHHbIE MePbl U TEXHUYECKME cpeacTtBa 3alluTbl
MHopMauumn (B ToM yucne wmndpoBansHble (Kpuntorpadudeckue) cpeacrtsa, cpeacrtsa
npeaoTBpaLleHns HeCaHKUMOHMPOBAHHOIO A0CTyrna, YTeYknm WMHopmauum no TexHude-
CKUM KaHarnam, nporpaMMHO-TEXHUYECKUX BO3OENCTBUN Ha TEXHWYeCKMe cpeacTsa obpa-
6oTtkm MNOH), a Takke ucnonb3yemble B UH(POPMaALMOHHON cucteme NHPOPMALMOHHbIE
TEXHOOrnN.

OTn Mepbl Npn3BaHbl 06ecneunTb:

- KOH(huaeHUManbLHOCTb MHMOPMaLUK (3aWwmUTa OT HECAHKLMOHNPOBAHHOIO O3Ha-

KOMMEHNS);

- LlefIoCTHOCTb MHGopMauun (akTyarnbHOCTb M HEMPOTMBOPEYMBOCTL MHGpopMa-

Lun, ee 3aLUMLEHHOCTb OT paspyLUEHUS N HECaHKLIMOHMPOBAHHOIO U3MEHEHUS);

- AOCTYNHOCTb I/IH(*)OpMaLI,I/II/I (BO3MO)KHOCTb 3a npuemMrnieMmoe BpeMA MNOJTyHUTb

Tpebyemyto MHPOPMALIMOHHYIO yCryry).

Ctagun cosgaHma C3IH BkntoYatoT:

- NpeanpoeKkTHaa cTaaus, BKMYawwaa npegnpoektHoe obcneposaHve WCTIOH,
pa3paboTKy TEXHNYECKOro (4YaCTHOro TEXHMYECKOro) 3a4aHus Ha ee co3gaHue;
- CTagma NpoekTnpoBaHna (pa3paboTkm npoektoB) u peanusauun UCIIOH, Bknto-

vawwasa paspabotky C3MNAH B coctaBe NCT1OH;
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- cTagma Beoga B fevictene C3IM[OH, BkAoYatoLwasa onbITHYO 3KCnyaTaumo 1 npm-
€MO-CaTO4YHble UCMbITaHUS CPeACTB 3alumnTbl MHGOPMAaLMK, a TakkKe OLEHKY COOTBeT-

cteus NCIOH TpeboBaHnam 6e3onacHoOCTN MHpopMauuu.

OpraHusaunoHHble Mepbl NpegycMaTpuBalroT co3faHve U nogaep)kaHve npaBoBOM
6a3bl 6e3onacHocTu MNOH 1 pa3paboTky (BBeAEHWE B AeNCTBME) NPeayCMOTPEHHbIX Monu-
TUKOW  WH(popMaumoHHon GesonacHoctv WCIOH cnegywowmx  OpraHUM3aumMOHHO-
pacnopaanTenbHbIX AOKYMEHTOB:

- MnaH meponpusaTum no obecneveHmto 3awmTbl MNMOAH npn nx obpabotke B UCTOH;

- MnaH meponpuaTUn NO KOHTpOsto obecneyeHuns 3awmTbl MNOH;

- Mopsagok pesepBMpoBaHMs 1 BoccTaHoBneHus pabotocnocobHoctn TC m MO, 6a3

AaHHbIX n C3WU;

- JomkHocTHasa uHcTpykuua agmuHuctpatopa VCIOH B yactn obecnedeHusn 6es-

onacHoctu NMAH npn nx obpabotke B CIH;

- [lJomkHOCTHas MHCTPYKUMSa agMmnHucTpaTtopa 6e3onacHoctn VCIOH;

- [omkHocTHas MHcTpykuus nonb3oBatenda WCIIOH B yactn obecneveHuns 6es-
onacHoctu MNAH npn nx obpabotke B CIH;

- IHCTpyKUMA Ha criydan BO3HUKHOBEHMUSI BHELLUTATHOM CUTyaLun,

- PexomeHgaumm no ncnonb3oBaHMio NporpaMMHbIX U annapaTHbIX CpeacTB 3aLym-

Tbl MHCPbOpMaLMN.

TexHuyeckne Mepbl 3alWnUTbl peanuayrTcs Npu NOMOLLUM COOTBETCTBYHOLUMX MpPO-
rPaMMHO-TEXHUYECKMUX CPEACTB U METOA0B 3aLUThl.
MepeyeHb HEOOXOOUMBLIX Mep 3alUMTbl MHpopMaLUMK onpeaensieTcs no pesynbTa-

Tam BHYTpeHHen nposepkn 6esonacHocTn NCIOH YupexaeHus.
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2 3apgaum C3N0OH

OcHoBHon uenbto C3MNOH aBnseTca MuHMMmn3aums yuiepba oT BO3MOXHOW peanu-
3aumn yrpo3 6e3onacHoctu MNMAOH.

[lna QOCTMXKEeHUss OCHOBHOM uenu cuctema 6esonacHoctu MOH WCIMOH gomkHa
obecneunBaTtb a(pPEeKTUBHOE peLLEHNE CrieayoLmx 3agad:

- 3alWmTy OT BMeLLaTenbcTBa B npouecc pyHkunoHnposaHms MCIOH NnOCTOPOHHMX
nuy, (BO3MOXHOCTb ncnonb3oBaHus AC 1 JOCTyn K ee pecypcaM AO0SMKHbI UMETb TOMbKO
3aperncTpupoBaHHble YCTAHOBMEHHbLIM MOPSALAKOM MoSb3oBaTenu);

- pasrpaHuyeHne OocTyna 3aperncTpupoBaHHbIX Mofb3oBaTernien K annapaTHbIM,
nporpaMmmHbIM 1 MHGOopMaLmoHHbIM pecypcam VCTOH (BO3MOXHOCTb AOCTyna TOSbKO K
TEM pecypcam W BbINOSIHEHNSA TOMBKO TEX onepaunin C HUMKU, KOTopble HEOBXOAMMbI KOH-
KpeTHbIM nonb3oBatenam VCIOH ons BbINOMHEHNA CBOUX CNYXebHbIX 06s3aHHOCTEN), TO
€CTb 3alUNTy OT HECAHKLNOHMPOBAHHOIO AocTyna:

a) K MHdopmauuu, umpkynupytowen 8 UCMOH;

0) cpeacTBam BbluncnmTensHon TexHukn NCMOH;

B) annapaTHbIM, NPOrpaMMHbIM U KpUNTorpadpMyeckum cpeacTBaM 3alluThl,
ncnonesyemoiMm B CIMH;

- peructpauuio 4ercTBUN nosib3oBaTenen Npyu UCNoSib30BaHUM 3allmuiaeMbiX pe-
cypcoB VCIIOH B cUCTEMHBIX XypHanax U nNepuoauyeckuii KOHTPOSb KOPPEKTHOCTU OeN-
CTBUWI NONb30oBaTenen cMcTeMbl NyTeM aHanuaa cogepXXmMMoro 3TUX XXypHarnos;

- KOHTPOSb LEenoCcTHOCTM (obecnevyeHne HeM3MEHHOCTU) cpeabl UCMOSTHEHUS MpPO-
rpaMMm 1 ee BOCCTaHOBSIEHME B Cllyvae HapyLleHus:;

- 3alMTY OT HECaAHKLMOHUPOBAHHOW MOAUMUKALMM U KOHTPOSb LIENOCTHOCTU UC-
nonb3yembix B VICIM[OH nporpaMMHbIX CPeacTB, a TakkKe 3aliuTy CUCTEMbI OT BHEAPEHUS
HEeCaHKLMOHNPOBAHHbIX NPOrpamm;

- 3awmty MNMOH OT yTeykn No TEXHUYECKNM KaHanam npu ee obpaboTke, XpaHEeHUN K
nepegave no KaHanam cBs3w;

- 3awmTty MNAOH, XxpaHumon, obpabaTbiBaeMOn 1 nNepeaaBaemMon Nno KaHanam CBs3u,
OT HECaHKLUMOHUPOBAHHOIO pa3rfialleHns Unm NCKaXeHns;

- obecneyveHne XuMByYecTu Kpuntorpaduyecknx CpeacTB 3aliuTbl UMHOpmauuu
Npy KOMNPOMETaLMN YacTu KIOYEBOW CUCTEMDI,

- CBOEBPEMEHHOE BbISIBIEHNE WCTOYHMKOB Yrpo3 6GesonacHoctu [OH, NpuYmnH u
yCcnoBui, cnocobCcTByOWMX HaHeceHuto yuepba cybbektam MOH, co3gaHne mexaHuama

onepaTtnBHOrro pearmposaHud Ha yrpoasbl BGe3onacHocTn MOH n HeraTuBHbIE TEHOEHUNU;
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- cO3[aHue YCcroBui AN MUHUMU3AUMM U NoKanusaumMm HaHocumoro yuiepba He-
npaBoOMepHbIMU AEUCTBUAMIN (DUNYECKUX U IOPUONYECKMX NUL, OcnabneHne HeraTMBHOMO

BNUSHUA U NUKBMAALUNSA NOCNEeACTBMA HapyLeHus 6e3onacHocty MNMOH.
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3 O6beKTbI 3aWUThI
3.1 NepeyeHb UHPOPMALIMOHHBLIX CUCTEM
B YupexaeHun npounsBoantcs obpaboTka nepcoHanbHbIX AaHHbIX B MHGOpMaumn-
OHHbIX cuctema 06paboTkn nepcoHanbHbIX gaHHbIX (UCIOH).
MepeveHb VCTIOH onpenensieTcss Ha ocHoBaHum OT4eTa Mo pesynbTaTam BHYT-

pPEeHHeWn NpoBepKu.

3.2 NepeyeHb 06BLEKTOB 3aLKUThI
Ob6bektamun 3aWwmTbl ABNAOTCA — MHpopmaums, obpabaTtbiBaemass B NCIIOH, u
TexHun4yeckme cpeacrtaa ee 06paboTkn n 3awmThl. lNepeyeHb NnepcoHanbHbIX AaHHbIX, NOA-
nexawume sawmTe, onpeaeneH B lNepeyHe nepcoHanbHbIX AaHHbIX, NOANEXalmX 3awmuTe
B NCIMA.

OObeKTbI 3alWMTbl BKITHOYaIOT:

1) O6pabaTbiBaemasn MHOpMaLMS.

2) TexHonornyeckasi HgopMaLys.

3) MporpammHo-TEeXHUYecKe cpeacTesa o6paboTku.

4) Cpepnctea 3awmtsl MOH.

5) Kananbl MHGOopMaLMOHHOro o6MeHa 1 TeNeKoOMMYHMKaLUM.

6) O6beKTbI M NOMELLEHNS!, B KOTOPbIX pa3MelLieHbl KOMMOoHeHTbl CTOH.
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4 Knaccudmkauus nonb3oBaTtenen UCMNOH
Monb3oBatenem VCIOH saBnseTca nuuo, yyacteylowee B (PyHKUMOHMPOBAHUN UH-
dopMaLMOHHON CUCTEMbI NEPCOHAnbHbIX AaHHbIX WM UCMOMb3yloLee pesynbTaThl ee
dyHKunoHuposanus. MNonb3oatenem NCIOH aBnseTtcs nobon coTpyaHuK YupexaeHus,
nmetowmin goctyn Kk UCIMNAOH n ee pecypcam B COOTBETCTBUN C YCTAHOBIIEHHbLIM NMOPSALKOM,
B COOTBETCTBMMU C €ro oyHKUMOHASbHbIMU 06A3aHHOCTSIMMN.

Monb3oBatenu NCIOH genaTtcs Ha TpM OCHOBHbIE KaTeropum:

1) Aamunnctpatop WUCMOH. CoTpyaHuku Y4YpekaeHwusl, KOTopble 3aHUMaloTcs
HaACTPOMKOW, BHEAPEHMEM U COMpoBOXAeHMeEM cuctembl. AgmuHuctpartop VCIOH obna-
AaeT cnefylowmnM ypoBHEM AocTyna:

- obrnagaeT NONHOW MHpopMaLMen 0 CUCTEMHOM U NPUKNAgHOM MporpaMmm-

Hom obecnevenun NCTOR;

- obrnagaeT NosiHOM MHpopMaunen o TEXHUYECKUX CpedcTBax U KOHQUry-
paumn NCT10H;
- UMeeT JOCTYN KO BCEM TEXHUYECKUM cpeacteam obpaboTkn nHdopmaumm

n aaHHeim NCTAOR;

- obrnagaeT npaBaMn KOHPUIYpPUPOBaHUA U aAMUHUCTPATUBHOM HACTPOMKU

TexHuyeckux cpeacts VCTOH.

2) MporpammucTt-paspabotunk NCMOH. COTpyaHUKM YUpexaeHUst UnmM CTOPOHHIX
opraHu3auunun, KoTopble 3aHMMalrTCca paspaboTkon nporpammHoro obecnedenus. Paspa-

6otunk VCIOH obnagaeT cneaylowmmM ypoBHEM AOCTyna:

- obnagaeT mHdopmaumen o6 anropuTMax M nporpammax obpaboTku WH-
dopmaumm Ha NCT1H;

- obnagaeT BO3MOXHOCTSIMU BHECEHUS OLUMOOK, HeageKnapupoBaHHbIX BO3-
MOXHOCTEW, MPOrpaMMHbIX 3aKnagoK, BPEAOHOCHbIX MporpaMm B MpPOrpaMmHoe
obecneyvenne VCIOH Ha cTagum ee pa3paboTkn, BHEOPEHUS U CONPOBOXAEHNS;

- MOXeT pacnonaratb nobbiIMM dparmeHTamm MHOPMaLUM O TOMONOrnn

WCIOH n TexHnyecknx cpeacteax obpabotkm n 3awutsl MNMOH, obpabaTbiBaeMbix B
NCraH.

3) Onepatop VCIMAOH. CoTpyaHUKM noapasaeneHnii YUpexaeHus y4acTByowmx B
npouecce akcnnyaTtaumm NCIOH. Onepatop NCIMOH obnagaeT crneayowmm ypoBHEM O0-

cTyna:
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- obnagaetr BceMm HeobxoauMbIMK aTpubyTamu (Hanpumep, naponem),
obecneynBaroLLMMN JOCTYN K HEKOTOPOMY nogMHoXecTBY MAH;
- pacnonaraeT KoOHpuaeHUManbHbIMU AaHHBIMKY, K KOTOPbIM UMEET AOCTYn.
Kateropmn nonb3oBaTtenen AO0mkHbl ObiTb onpegeneHbl ana kaxgon WCIIOH.
[OMKHO BbITb YTOYHEHO pasgenieHne COTPYAHUKOB BHYTPU KaTeropun, B COOTBETCTBUU C
TMNamu nonb3oBaTenen onpeneneHHbiMu B Nonutrnke nHpopmaumoHHon 6e30nacHOCTM.
Bce BbIsiBreHHbIE rpynnbl nonb3oBatenen otpaxatotca B OTyeTe nNo pesynbrtatam
BHyTpeHHeln npoBepku. Ha ocHoBaHun OT4yeTa onpeaenstoTca npaBa JocTyna K drnemMeH-
Tam VCTOH ansa Bcex rpynn nonb3oBaTenen u otpaxattca B MaTtpuue goctyna B Nono-

)XEHWUM O pasrpaHnYeHnr nNpae 4ocTyna k obpabaTbiBaeMbIM NepCoHanbHbIM AaHHbIM.
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5 OCHOBHbI€ NPUHLUMNBLI NOCTPOEHUS CUCTEMbI KOMMJIEKCHOM 3aWuThbl MHOpMaLmm
MocTtpoeHne cuctembl obecneveHna 6ezonacHoctn MNOAH NCTOH Yypexaenus n ee
YHKUMOHNPOBAHME LOMKHbI OCYLLECTBNSATLCA B COOTBETCTBUM CO CreayHLMMM OCHOB-

HbIMW NMPUHUMNAMMWU:

3aKOHHOCTb;
- CUCTEMHOCTb;

- KOMMMNEKCHOCTb;

- HENPEpPbIBHOCTh;

- CBOEBPEMEHHOCTb;

- NPEEeMCTBEHHOCTb U HEMPEPbLIBHOCTb COBEPLLEHCTBOBAHWS;
- NepcoHarnbHas OTBETCTBEHHOCTb;

- MMHUMM3ALMSA NOSTHOMOYNIA;

- B3anMOOeNCTBME U COTPYAHNYECTBO;

- TMOKOCTb CUCTEMBI 3aLLUTHI;

- OTKPbITOCTb anropuTMOB U MEXaHNU3MOB 3aLLUThI;

- MPOCTOTa NPUMEHEHUS CPEACTB 3aLUUThbI;

- Hay4YHast 060CHOBaHHOCTb M TEXHUYECKas peann3yemMocTb;
- cneumanusaums 1 NPodeCcCMoHanun3am;

- 0683aTENBHOCTb KOHTPONA.

5.1 3akoHHOCTbL
Mpegnonaraet ocywecTBrneHne 3awMTHbIX MeponpuaTuin un paspabdbotky C3IMOH
YypexaeHus B COOTBETCTBMM C OEUCTBYHOLLMM 3aKOHOL4ATENLCTBOM B ObBnactu 3almTbl
MAH 1 gpyrMx HopMaTMBHbBIX akTOB No 6e30MacHOCTU MHAOPMaLMK, YTBEPXKOEHHbIX Opra-
HaMW rocy4apCTBEHHOM BNacTu 1 ynpasreHns B Npegenax ux KOMneTeHUmu.
Monb3oBatenu u obenyxuneatowmm nepcoHan MNAH NCMOH YypexaoeHust 4OMKHbI
ObITb OCBEQOMIIEHBLI O NopsaAke paboTbl ¢ 3awmiaemMon nHdopmaumen n 06 OTBETCTBEH-

HOCTM 3a 3awuTbl MNOH.

5.2 CuctemHocTb
CuctemHbIn nogxopn k noctpoeHnto C3MOH YupexaeHus npegnonaraeT yvyeT Bcex
B3aMMOCBSI3aHHbIX, B3aMMOAEWCTBYIOLNX U U3MEHSIOLWMXCA BO BPEMEHU 3F1IEMEHTOB,
YyCNnoBM N (PaKTOpPOB, CYLLECTBEHHO 3HAYUMbIX OS1S1 MOHMMAaHUSA U peleHus Npodnemsbi

obecneveHus 6eszonacHoctn NOH CTMOH YupexaeHus.
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Mpn co3gaHuMm cucTeMbl 3almTbl JOSDKHBI YYUTbIBATbCHA BCe cnabble u Hanbonee
ya3BMMble MecTa cuctembl 0bpaboTtkm MNOH, a Takke xapaktep, BO3MOXHble OOBbEKTbI U
HanpaBfeHMs atak Ha CUCTEMY CO CTOPOHbI HapyLumnTenen (0CobeHHO BbICOKOKBaNMpuum-
POBaHHbIX 3I0YMbILLIIEHHUKOB), MYTU MPOHWKHOBEHUSA B pacnpedeneHHble CUCTEMbI U
HCLO k nHdopmauumn. Cuctema s3awmTbl AOSDKHA CTPOUTLCS C Y4ETOM HE TONbKO BCEX N3-
BECTHbIX KaHanoB NpoHukHoBeHna u HCL Kk nHgopmauumn, HO U C y4eTOM BO3MOXHOCTH

NOSIBNEHNS NPUHLUMNUansHO HOBbIX NyTen peanuaauumn yrpo3 6e3onacHocTw.

5.3 KomnnekcHocTb

KomnnekcHoe ncnonb3oBaHMe METOAOB M CPeACTB 3alimTbl NpegnonaraeTt corna-
COBaHHOE MPUMEHEHNE Pa3HOPOAHbIX CPEACTB NPU MOCTPOEHUM LIENOCTHOW CUCTEMbI 3a-
LTI, NEPEKPbIBAlOLLEN BCE CYLLECTBEHHbIE (3HAYMMbIE) KaHanbl peanu3aumm yrpos n He
coaepaLlen cnabblx MECT Ha CTblKax OTAESNbHbIX €€ KOMMOHEHTOB.

3awmTta OomKHa CTPOUTBLCA 3LIENOHMPOBAHO. [1na KaXaoro kaHana yTeuvku WH-
dopmaumm 1 ans Kaxgow yrpo3bl 6e30nacHOCTM AOSMKHO CyLLEeCTBOBaTb HECKOSMbKO 3a-
LWNTHBIX pybexen. CosnaHne 3almnTHbIX pybexen oCcyLLeCcTBNSAETCA C y4ETOM TOro, YTOObI
ANs MX NPeoaosieHMsi NOTEHUManbHOMY 3MOYMbILWNEHHUKY TpeboBanucb npodeccuno-
HanbHble HaBbIKM B HECKOJTbKMX HEB3AMMOCBSI3aHHbIX 06nacTsx.

BHelwHaa 3awmnTa gomkHa obecneymBaTbca (puanyecknummn cpeacTeamm, opraHmsa-
LMOHHBLIMW U NpaBoBbiMK Mepamu. OgHMM U3 Hanbornee ykpenneHHbIX pybexxen npmsBaHbl
ObITb CpeacTBa KpUNTorpaduyeckon 3alunTbl, peann3oBaHHble C UCMONIb30BAHNEM TEXHO-
norun VPN. [MpuknagHon ypoBeHb 3aluuThbl, YYUTbIBAKOLWMA OCOBEHHOCTM NpeamMeTHOM

obnacTtu, npeacTaBnsieT BHYTPEHHWUI pybex 3alumThl.

5.4 HenpepbIBHOCTbL 3awmTbl NOH

3awwuTa MNOH — He pa3oBoe MEPONPUATME N HE NPOCTasi COBOKYMHOCTb NPOBEAEH-
HbIX MEPOMNPUATUIA U YCTAHOBMEHHbLIX CPEACTB 3alnTbl, @ HENPEPLIBHbIN LieNeHanpaBeH-
HbIA NpoLecc, npegnosaraowmin NPUHATUE COOTBETCTBYIOLLUMX MEP Ha BCEX dTanax »Kus-
HeHHoro umkna ACT1OR.

WCIOH AomKHbl HaxoauTbCs B 3aLMLLEHHOM COCTOSHUW Ha MPOTSIKEHUN BCETO
BPEMEHN UX (PYHKUMOHMpPOBaHMsA. B COOTBETCTBUM C 3TUM MPUHLUMNOM OOSKHbI NPUHU-
MaTbCs Mepbl No HegonyLweHuto nepexona NCIOH B He3awmLUeHHOE COCTOSHME.

BonbWNHCTBY (PU3NYECKUX U TEXHUYECKUX CPEeACTB 3awuTbl ANns addeKTUBHOMO
BbIMONIHEHNSA CBOUX (DYHKLUMIN HEOBXoauMa NOCTOSIHHAA TEXHUYEeCcKass U OpraHM3aumoHHas
(aaMuHUCTpaTMBHaA) nNoadepxka (CBoeBpeMeHHas cMeHa u obecneveHue npaBUibHOMO
XpaHEeHNs N MPUMEHEHUSI UMEH, Naponen, KnYven wnudpoBaHms, nepeonpeaeneHne nos-

HoMouui 1 T.n.). MepepbiBbl B paboTe cpeacTB 3awmuTbl MOryT GbiTb MCMONb30BaHbI 3510-
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YMbILUSIEHHMKAMWN OS5 aHanuM3a npuMeHaemMbIX MeTOA0B U CPeACTB 3aluTbl, ANs BHeApe-
HUSA crneyunanbHbIX NPOrpaMMHbIX U annapaTHbIX "3aknagok” u Apyrux cpencts npeogone-

HUA CUCTEMBbI 3allTbl NOCS1€ BOCCTAHOBJIEHUA €€ (*)yHKLI,I/IOHI/IpOBaHVIFI.

5.5 CBoeBpeMeHHOCTb

Mpeanonaraet ynpexapatowun xapakrep mep obecneveHns 6esonacHoctu MNAOH, TO
€CTb MOCTaHOBKY 3agad no komnnekcHon 3awute NCIOH n peanusauuio mep obecneve-
Hua 6esonacHocTu MNOH Ha paHHuX cTaguax paspaboTtkn VUCIOH B Lenom n ee cuctemsl
3aWwnTbl MHOPMaLMN, B HAaCTHOCTMU.

PaspaboTka cucTtembl 3aliMTbl AOSMKHA BECTUCb MapannenbHo ¢ paspaboTkon u
pasBUTUEM CaMOM 3aLULLAEMON CUCTEMbI. OTO MO3BONUT y4ecTb TpeboBaHua Gesonac-
HOCTW NPW NPOEKTUPOBAHUN apXUTEKTYpPbl N, B KOHEYHOM cyeTe, co3daTtb bonee addek-

TUBHbIE (KaK no 3aTparam pecypcoB, Tak U Nno CTOIZKOCTVI) 3aljnuieHHble CUCTEMbI.

5.6 NMpeeMcTBEHHOCTb U COBEpLUEHCTBOBaHUe
lMpegnonaratoT NOCTOSIHHOE COBEPLUEHCTBOBaAHWE Mep U CpeacTB 3awmTbl MHGOP-
MaLMM Ha OCHOBE MPEEeMCTBEHHOCTM OPraHU3aunOHHbBIX N TEXHUYECKUX peLUeHunin, Kagpo-
BOro cocrtaBa, aHanmsa gyHkumnoHnpoBaHus CIOH 1 ee cMcTeMbl 3awWmnTbl C Y4ETOM M3-
MEHEHU B MeToAax U cpeAcTBax nepexsara MHopmMauumn, HopMmaTUBHbIX TpeboBaHMin No

3auunTte, JOCTUTHYTOro oTe4eCTtBeHHOro un 3apy6e>KHoro onbiTa B 3TOM obnacTtu.

5.7 NepcoHanbHasaA OTBETCTBEHHOCTb
MpegnonaraeTt BO3noXxeHne OTBETCTBEHHOCTU 3a obecneyeHme 6esonacHocTn MNOH
N cucTeMbl X 06paboTKM Ha KaXXgoro COTpyaHMKa B npegenax ero NnofiHoMoumin. B cooT-
BETCTBUM C 3TUM MPUHUUNOM pacnpefeneHve npas n 06a3aHHOCTEN COTPYOHUKOB CTPO-
nTCs Takmm obpasom, 4Tobbl B crniyyae noboro HapyLleHust Kpyr BUHOBHUKOB Oblfl YETKO

n3BecTeH Ui ceeageH K MUHMMyMy.

5.8 MpuHUMN MUHUMN3ALMN NONTHOMOYMIA
OsHavaeT npegocTaBneHve nonb3oBaTensaMm MUHUManbHbIX NpaB JOCTyna B COOT-
BETCTBMM C NPOU3BOACTBEHHOMW HEOOXOAMMOCTbLIO, Ha OCHOBE MpUHUMNA «BCE, YTO He
paspeLLeHo, 3anpeLLeHo».
Hoctyn k MOH gomkeH NpegocTaBnAaTbCA TOMNbKO B TOM criydae n obbeme, ecnv aTto

Heob6xoanmo COTPYAOHUKY O5A BbINMOJIHEHNA ero gOJIKHOCTHbIX 06s13aHHOCTEN.

5.9 BzanmogencTeBue U COTPyaHNYECTBO
MpegnonaraeT cosgaHne 6naronpusaTHOM aTtmocdepbl B KOMMEeKTUBax nogpasge-
nenun, obecneunsatrowmx gearenoHoctb VCIOH YupexaeHus, ong CHUKeHUss BEPOATHO-

CTN BO3HUKHOBEHUSI HErATUBHbIX OENCTBUIM CBA3AHHbBIX C YESTOBEYECKUM Ct)aKTOpOM.
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B Takon obcTaHOBKE COTPYAHUKM AOMKHbI OCO3HAaHHO cobnioaaTh YCTaHOBIMEHHbIE
npaBuna v okasblBaTb COAENCTBUE B AEATENbHOCTU NnoapasaeneHnini TeXHUYEcKon 3aLlm-

Tbl MHCPbOpMaLMN.

5.10 MmékocTb cuctemsbl 3awmTbl MNOH
MpuHATbIE Mepbl U YCTAHOBIEHHbIE CPEeACTBa 3allUTbl, 0OCOBEHHO B HavarbHbIN
Nepuoa Mx aKcnryaTauum, MoryT obecrneumBaTb Kak Ype3mMepHbIi, Tak U HeJoCTaTOUHbIN
ypOBeHb 3amThl. [ns obecneyeHns BO3MOXHOCTU BapbMPOBaHMA YPOBHEM 3aLLMLLEHHO-
CTW, CpeAcTBa 3aLLUThbl JOMKHbI 06nagaTh onpeaeneHHon rmbkocTbilo. OCOBEHHO BaXXHbIM
3TO CBOWCTBO AIBMSIETCA B TeX Cry4asx, KOrga yCTaHOBKY CPefdCTB 3alluTbl Heo6XxoamMmo
OCYLLECTBMATL Ha paboTaloLlylo CUCTEMY, HE HapyLlas MpoLecca ee HOPMarnbHOro yHK-

LUMOHNPOBaHUA.

5.11 OTKpbITOCTL aNropuTMOB U MEXaHU3MOB 3aLUUThbI
CyTb NpUHUMMA OTKPLITOCTU anropuTMOB M MEXaHWU3MOB 3alLUWTbl COCTOUT B TOM,
4TO 3allMTa He J0MkHa obecnednBaTbCs TOMLKO 33 CYET CEKPETHOCTM CTPYKTYPHOI opra-
HU3aLMWU 1 anropuTMOB (OYHKLIMOHMPOBAHUA ee NoACUCTEM. 3HaHe anroputmMoB paboThbl
CUCTEMbI 3alLUUTbl HE OOMKHO OaBaTb BO3MOXHOCTV ee NpeodornieHns (oaxe aBTopam).
OfHako, 3TO He 03HayaeT, YTo MHMOPMALIMA O KOHKPETHOW CMCTeMe 3alluTbl J0rKHa

ObITb 06LWeaocTynHa.

5.12 NpocToTa NnpMMeHeHUs CpeaCcTB 3alUThI

MexaHun3Mbl 3aLnTbl AOMKHbI BblTb MHTYUTUBHO MOHSITHBI M MPOCTLI B MCNOSb30Ba-
HuK. MNprMeHeHne cpeacTB 3aWwmThl He A0MKHO OblTb CBSI3aHO CO 3HAHMEM creumanbHbIX
S13bIKOB UMW C BbIMNONIHEHWMEM OEWCTBUNA, TPeOyLWMX 3HAYUTENbHbLIX AONONHUTENbHbLIX
Tpygoo3aTtpaT npu 0oObl4HOM paboTe 3aperncTpuMpoBaHHbIX YCTAHOBMEHHLIM MOPSIAKOM
nonb3oBaTenen, a Takke He AOMKHO TpeboBaTb OT NONb30BaTEeNs BbINOMHEHUS PYTUHHBIX
MaronoHsITHbIX eMy onepaumii (BBO4, HECKONbKUX Napornen u UMeH U T.4.).

[lormkHa gocTuratbCst aBTomMaTu3aumst MakcumarbHOro Yncrna AencTBuin Nonb3oBa-

Tenen n agmuHucTpaTtopos NCIOH.

5.13 HayuyHasi 060CHOBaHHOCTb U TeXHUYECKasi peann3yeMocTb
NHdopMaumnoHHbIE TEXHONOMMK, TEXHUYECKME N NPOrpaMMHble CpeacTBa, CPeacTBa
M Mepbl 3almMTbl MHOPMaLUM OOMKHbI ObiTb peanvM3oBaHbl Ha COBPEMEHHOM YPOBHE
PasBUTUS HAYKN U TEXHUKM, HAy4YHO OBOCHOBaHbI C TOYKM 3pEHMUST OCTKEHUS 3a4aHHOMO
YPOBHsi 6e30nacHOCTU MHOPMaUUM U OOMKHbI COOTBETCTBOBATb YCTAHOBEHHBLIM HOp-

Mam n TpeboBaHmsm no 6esonacHocTun MNOH.
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C3lOH pomkHa ObiTb OPUEHTUPOBAHA Ha pPeLUeHUsi, BO3MOXHbIE PUCKU ANst KOTO-
PbIX 1 Mepbl MPOTUBOAENCTBUSA STUM PUCKaM MPOLUIN BCECTOPOHHIO TEOPETUYECKY U

NPaKTUYECKYIO NMPOBEPKY.

5.14 Cneumanusauusa n npodeccuoHanmnsm
MpegnonaraeT npusneyeHne K paspaboTke CPeACTB U peanusauuy mep 3aliuThl
MHOPMaLMKX CcrieuuanvMaMpoBaHHbIX OopraHusauuin, Haubornee MOAroTOBMEHHbIX K KOH-
KpeTHOMY BUAY OesiTenbHOCTM Mo obecriedeHuio GesonacHocTy MOH, MMEOLWMX ONbIT
NpaKTMYeckon paboTbl U rocyaapCTBEHHYH NULEH3NIO Ha NPaBO OKasaHUs YCnyr B 3TOW
obnactn. Peanusaums agMMHUCTPATMBHbLIX Mep W 3KchnyaTauusa CPeAcTB 3aluTbl OOMXK-

Ha OCYLLEeCTBNATbCA I'IpOCbeCCVIOHaJ'IbHO noaroToBJ1IEHHbIMU CcneunanncTtamMmm y‘-lpe)l(ﬂ,eHVIﬂ.

5.15 O6s3aTenbLHOCTL KOHTpPONSA

MNpennonaraer 06a3aTenbHOCTb M CBOEBPEMEHHOCTb BbISIBIIEHUSI U MpeceYeHus
MOMbITOK HapYLLEHUsI YCTAHOBMEHHbIX Npasun obecneveHuns 6e3onacHocTy MOH Ha OCHO-
BE WUCMOMb3yeMbIX CUCTEM W CPEACTB 3alumTbl MHGOPMAaLWM NPU COBEPLLEHCTBOBAHUM
KPUTEPUEB N METOA0B OLIEHKN 3(PPEKTUBHOCTM TUX CUCTEM U CPECTB.

KoHTpOrmb 3a AeATenbHOCTbLIO N0BGOoro nNonb3oBaTens, KaXaoro CpeacTsa 3alumThbl 1
B OTHOLLIEHUN Mo60ro o6bekTa 3aLuUThbl 4OMHKEH OCYLLECTBNATLCA HA OCHOBE MPUMEHEHUS
CPEACTB OrnepaTMBHOrO KOHTPOMSA U perncTpaumny U OOMMKeH oXBaTblBaTbh Kak HecaHKUMOo-

HUpOBaHHblIE, TaK N CAHKUMOHNPOBAaHHbIE AENCTBUSA Nnonb3oBaTenen.
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6 Mepbl, MeTOoAbI U cpeacTBa o6ecneyeHUss TpebyemMoro ypoBHSA 3alULLEHHOCTH
Ob6ecneyeHne Tpebyemoro ypoBHSA 3aLMLLEHHOCTU AOSMKHOCTM OOCTUraTbCa C UC-
nonb3oBaHMeM Mep, METOAOB U cpencTtB GesonacHocTu. Bce mepbl obecneveHnsa 6Ges-
onacHoctu VCIOH nogpasgenstoTcs Ha:

- 3aKoHoaTernbHble (NpaBoBbIe);

- MOpalibHO-3TU4ECKNE,

OpraHM3aumnoHHble (aOMUHUCTPATUBHbLIE);

domsnyeckue;
- TeXHMYeckme (annapaTHble U NPorpaMmmMHbIE).
MepeyeHb BbiIbpaHHbLIX Mep obecnedeHus 6e3onacHOCTU oTpaxkaeTca B [1naHe me-

ponpusTUA NO 0GecneYeHno 3aLUMTbl NePCOHANbHbIX AaHHbIX.

6.1 3akoHogaTenbHble (NpaBoOBbLIE) Mepbl 3aLWUThI
K npaBoBbIM MepaM 3alUMTbl OTHOCATCA LEWCTBYIOLLME B CTpaHe 3aKOHbI, YKa3bl U
HOpMaTUBHbIE aKTbl, pernameHTupyowme npasuna obpaweHusa ¢ MNOH, 3akpenngwowme
npaesa N 00A3aHHOCTM YYaCTHUKOB MH(OPMAaLMOHHBLIX OTHOLLIEHMI B npouecce ee obpa-
BOTKM M MCNOMb30BaHWSA, a Takke yCTaHaBnMBalOLMEe OTBETCTBEHHOCTb 3a HapyLUEeHUs
3TUX NpaBusl, NPenAaTCTBYS TEM CaMblM HEMPaBOMEPHOMY Mcnonb3oBaHuo MNOH n asnso-

LmMecs caepXxmBaroLwmnmM akTopom A5is NoTEHUManbHbIX HapyLwWmUTenen.
[MpaBoBbLle Mepbl 3aWMTbl HOCAT B OCHOBHOM YynpexgaloLwmnn, npounnaktmiyeckmum
xapakTtep 1 TpebylT NOCTOSAHHON pa3bsCHUTENbHOW paboTkl C Nonb3oBaTendamu n obeny-

XnBawLnM nepcoHasrioMm CUCTEMbI.

6.2 MopanbHO-3TUYECKNEe Mepbl 3aLWuUThbl

K MopanbHO-3TU4ECKMM Mepam OTHOCATCS HOPMbl MOBEAEHWs, KOTopble Tpaguuu-
OHHO CINOXWIUCb MU CKNnagblBatoTCs MO Mepe pacnpoctpaHeHus 3BM B ctpaHe unu ob-
Lectse. 3TN HOPMbI BOMbLLEN YacTblo He ABNAKTCS 006s3aTeNbHbIMU, Kak 3aKkoHoAaTeNb-
HO YTBEPXXOEHHble HOpMaTWBHbIE aKTbl, OAHAKO, UX HecobnoaeHne BeaeT OObIYHO K na-
[OEeHU0 aBTopuTeTa, MpecTuka 4enoBeka, rpynnbl nuu, unu opraHusauun. MopanbHo-
3TU4Yeckne HopMbl BbIBaKOT Kak HenucaHble (Hanpumep, obLenpu3HaHHble HOPMbl YECTHO-
CTW, NaTpMoTU3Ma M T.M.), TaKk U NuUcaHble, TO ecTb OPOPMIIEHHbIE B HEKOTOPbLIA CBOA
(ycTaB) npaBun Unu npeanucaHuil.

MoparnbHO-aTU4eckne Mepbl 3alinTbl SABMSATCA NPOMUIaKTUYECKUMU U TPebytoT

NOCTOSAHHOM pa6OTbI no co3gaHunio 300pOBOIro MoparibHOro KrnnMmata B KOJUTEKTUBAX Noa-
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pasp,eneHMPl. Mopaano-squeCKme Mepbl 3alnTbl CHXKaOT BEPOATHOCTb BO3HUKHOBEHUA

HeraTuUBHbIX ENCTBUN CBA3AHHbLIX C YenoBe4YeCckuM hakTopom.

6.3 OpraH1M3auMoHHbIe (aAMUHUCTPaATUBHbIE) Mepbl 3aLUUTbI

OpraHu3aunoHHble (agMUHUCTPaATMBHbBIE) MEPbI 3aluUTbl - 3TO MepPbl OpraHn3auu-
OHHOro xapakTtepa, perfiameHTupyroLwme npoueccol pyHkunoHmposanus VCIOH, ncnons-
3oBaHue pecypcoB VCIOH, gesatenbHOCTb 06CnyXmnBatoLero nepcoHana, a Takke nops-
AOK B3ammogencTeunsa nono3osartenen ¢ NCIOH Takum obpasom, 4Tobbl B HanbonbLuemn
CTENeHn 3aTPyAHUTb UM UCKOYNUTL BO3MOXHOCTb peanu3aumm yrpo3 6e30nacHoCTv unm
CHU3UTb pa3mep NoTepb B Criydae ux peanusaumu.

maBHas uenb agMUMHUCTPATMBHBLIX Mep, NpeanpuvHMMaeMblX Ha BbICLLEM YyMpaBs-
NeH4YeckoM ypoBHe — cchopmupoBaTh MonNUTUKY WMHGOpMaumoHHon ©esonacHoctu [H
(oTpaxarowyo noaxodbl K 3awmre UHdopmMmauumn) nu obecneynmtb ee BbINOSIHEHME, Bblae-
nssi HeobxoaMMble PeCypCbl U KOHTPONUPYS COCTOSHME Aen.

Peanunzauusa Monutukn nHgopmauynoHHon 6e3onacHoctn MAH B NCIOH cocTosaT
U3 Mep agMUHUCTPATMBHOIO YPOBHA W OpraHM3auMOHHbIX (NpouenypHbIX) Mep 3alluThbl
NHdopMaLu.

K agMMHMCTpaTMBHOMY YPOBHIO OTHOCATCS peELUEeHMs PYyKOBOACTBA, 3aTparmBato-
wue pestenbHocTb NCTOH B uenom. 91K peweHnsa 3akpennsatotcs B MNonutuke nHgop-
MauMOHHON 6e3onacHOCTU. MNMpmMepom Taknx peLleHnin MoryT ObiTh:

- MPUHATUE peLueHns 0 POPMUPOBAHUN NN NEPECMOTPE KOMMSIEKCHOW NporpamMmbl
obecneyeHunsa 6esonacHocTn MNOH, onpeaeneHne OTBETCTBEHHbIX 3a €e peanusaumnio;

- (pbopmynumpoBaHuMe Lenen, NOCTaHOBKAa 3ajad, onpegeneHne HanpaBneHun ges-
TenbHOCTU B obnacTtu 6e3onacHocTtu MNOH;

- NMPUHATUE peLleHn No BonpocamM peanu3aumm nporpaMmmbl 6€30nacHOCTH, KOTO-
pble pacCMaTpuMBalOTCA Ha YPOBHE YUpexaeHUs B Lienom;

- obecneyeHne HopmaTMBHOM (NpaBoBon) 6a3bl BONpocos 6e30nacHOCTM U T.M.

Monuntnka BepXHEro ypoBHS OOMKHA YETKO O4epTUTb chepy BNUAHUS U OrpaHnye-
HUA Npu onpefeneHun uenen 6esonacHoctu MNOH, onpeaenuTb KakuMm pecypcamum (Ma-
TepuarnbHble, NepcoHan) oHn ByayT OOCTUrHYTbHI U HANTU pPa3yMHbI KOMMIPOMUCC MEXAY

npuemnemMbiM ypoBHeM 6e3onacHoOCT 1 pyHKumMoHaneHocTbio VICT1OH.

Ha opraHnsaumoHHOM ypoOBHe onpenensTcsa npoueaypbl U npasuna SOCTUXEHUS
uenemn n pelweHus 3agad lNonutmnkmn nHgopmaymoHHon 6esonacHoctn MNMOH. 3T npaBuna
onpenensior:

- KakoBa obnacTb NpUMeHeHUs NonUTUKM 6esonacHocty MNOH;
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- KaKOBbl poOJin ” 00643aHHOCTM OOMMKHOCTHbLIX NuL, OTBevawlwme 3a npoeeaeHune

nonutukn 6esonacHoctn MNAH, a Tak e nx yCTaHOBUTb OTBETCTBEHHOCTD;
- KTO umeeT npasa goctyna K [NAH;
- KakKuMu Mepamu n cpegcrtesamm obecneuvmsaeTca 3awmrta MNAH;

- KaKuMn Mepammn 1 cpeacrsamm obecneuynBaeTcs KOHTPOJIb 3a cobntogeHnem

BBEEHHOIo pexnmMma BGe3onacHoCTMW.

OpFaHI/ISGLI,I/IOHHbIe Mepbl AO0JTXKHbI:

- npegycMmatpmBatb perfnameHT WHPOPMALMOHHBLIX OTHOLUEHUW, WCKOYaoLWmMX
BO3MOXXHOCTb HECAHKLMOHNPOBAHHbLIX AENCTBUN B OTHOLLEHNUN OOBEKTOB 3aLLMThI;

- onpenenatb KoarMuMOHHbIE N nepapxmuyeckme NpUHUMNbl U1 METOAbl pasrpaHuye-
Hua goctyna K MN4H;

- onpenenatb Nopsaok paboThl C NPOrpaMMHO-MaTEMaATUYECKUMN N TEXHUYECKUMMI
(annapaTtHble) cpeacTBaMm 3amnTbl U KPUNTO3ALWUTbl U APYTMX 3aLLUUTHBIX MEXaHU3MOB;

- opraHu3oBaTb Mepbl npotuBoaencTems HCL nonb3oBaTtensamMu Ha aTanax ayTeH-
TMdukauun, asTopusauuun, naeHTudukaumm, obecneymBaroMX rapaHTUM peanusaumm

npaB U OTBETCTBEHHOCTU CYOHLEKTOB MHPOPMALIMOHHBLIX OTHOLLEHUIA.

B opraHunsaumoHHble Mepbl 4OSMKHbI COCTOATb U3:

- pernamenTa goctyna B nomewieHnsa ACTOH;

- NOPSAJOK AoMnycka COTPYOHMKOB K mcnonb3oBaHuio pecypcoB VCTIOH Yupexae-
HUS;

- pernameHTa npoLeccoB BeAeHNa 6a3 OaHHbIX M OCYLLECTBNEHUs MoamdurKaumm
NHPOPMAaLNOHHBIX PECYPCOB;

- pernameHTa npoueccoB 0BCNyXMBaHUA U OCYLLECTBNEHMS MoauduMKaumMm anna-
paTHbIX U NporpamMmmMHbix pecypcos NCIOH;

- MHCTpyKuun nonbdoBatenen CIMOH (agmuHncTpaTopa NCIOH, agMmHucTpaTopa
6esonacHocTn, onepatopa NCIOR);

- MHCTPYKUUMA noJsib3oBaTeNA npn BOSHMKHOBEHNN BHELUTATHbIX CI/ITyaLI,VIVI.

6.4 ®usnuyeckue mepbl 3aWUTbI
dusnyeckme Mepbl 3alWUTbl OCHOBaHbI Ha MPUMEHEHUWN PAa3HOro pofa MexaHuye-
CKMX, 3NEKTPO- UINN 3MeKTPOHHO-MEXaHUYECKUX YCTPOMCTB U COOPYXKEHUN, crieumanbHo

npegHa3Ha4YeHHbIX Ond co3gaHund q)l/l3l/l‘-IeCKI/1X I'IpeI'IFITCTBI/IIZ Ha BO3MOXHbIX MYyTAX MNpoO-
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HWKHOBEHMS M OOCTYyNa NoTeHUMarnbHbIX HApyLUMTENen K KOMNOHEHTAM CUCTEMbI U 3aLu-
LLIaeMoW MHpopMaLmK, a Takke TEXHUYECKUX CPEeACTB BU3yaribHOro HabnoaeHus, CBs3nN 1
OXPaHHOW cUrHanuaauum.

dusmyeckas 3awmTa 3gaHun, nomeLLeHnin, o6 bLEKTOB U CpeacTB MHopMaTU3auum
[OIMKHA OCYLLECTBMATLCS NYyTEM YCTAaHOBMEHWUSI COOTBETCTBYIOLLMX MOCTOB OXPaHbl, C MO-
MOLLbIO TEXHUYECKNX CPeaCTB OXpaHbl unu niobbiMu Apyrummu cnocobamu, npegoTepatla-
OLUMMW UNN CYLLLECTBEHHO 3aTPYAHSIIOLMMM MPOHMKHOBEHUE B 34aHMe, NMOMELLEHMs No-
CTOPOHHUX 1L, XULLEHNE MHOPMALIMOHHBLIX HOCUTENEN, caMux cpeacTB MHdopmaTusa-
LMY, VUCKIIOYaIOWMUMN HAXOXAEHNE BHYTPU KOHTPONUPYEMOM (OXpaHSeMON) 30HblI TeXHU-

YeCKMX CPEeACTB pa3BenKu.

6.5 AnnapaTHo-nporpamMmmMHbie cpeacTBa 3awuTbl NOH

TexHnyeckne (annapaTHO-NpPOrpaMMHble) Mepbl 3aWMTbl OCHOBaHbl Ha MCMNONb30-
BaHMM PasNUYHbIX 3NEKTPOHHbIX YCTPOWCTB U cCneuunarnbHbIX NporpaMm, BXOAALMUX B CO-
ctaB VCIOH 1 BbINOMHAWOLWMX (CAMOCTOATENBHO UM B KOMMSIEKCe C APYrMMU cpeacTBa-
MU) (PYHKUMKM 3awmTbl (MOEHTUMKALNIO N ayTEHTUdUKALMIO NOMb3oBaTeNen, pasrpaHu-
YyeHWe [OCTyna K pecypcam, permcrtpauuio cobblTnin, Kpuntorpaduyeckoe 3akpbiTe WH-
dopmaumm n 1.4.).

C yyeToMm Bcex TpeboBaHun 1 npuHUmMnoB obecneyeHnst 6esonacHoctn MNOH B UNC-
MAH no BCeM HanpaBfeHUaM 3aLlmTbl B COCTaB CUCTEMbI 3aLUMTbl AOSMKHbI OblTb BKIOYE-
Hbl cregyoLwime cpeacTsa:

- cpeacTBa uMaeHTUdukauum (ono3HaBaHus) U ayTeHTUdukauum (NoaTBEpPXKaeHUs
nognuHHocTun) nonb3osatenen NCIOH;

- CpeAcTBa pasrpaHuUYeHns OOCTyna 3aperncTpupoBaHHbIX Monb3oBaTenen cucte-
Mbl K pecypcam NCIOH YupexaeHns;

- cpeactea obecnevyeHns U KOHTPOMS LEeNIOCTHOCTM NPOrpamMMHbIX YU MHGOpMaLn-

OHHbIX PECYPCOB;
- cpeacTBa ornepaTMBHOIO KOHTPONS U permctpauumn cobbiTnii 6e3onacHoCTy;

- Kpuntorpaduyeckune cpeactea 3awmtbl [NOH.

YcnewHoe npMMeHeHne TEXHUYECKUX CPeacTB 3allmTbl HA OCHOBaAHUM MPUHLMNOB
(pasgen 5) npegnonaraeT, YTO BbINOSIHEHME MEPEYNCIIEHHBIX HUXe TpeboBaHun obecne-
YEeHO OpraHM3auMOHHbIMK (aOMUHUCTPATMBHBIMU) MepamMuM MU MUCMONb3yeMbIMU husnye-

CKnMun cpegcrBamMmun 3allnTbI:

- obecneyeHa duamyeckas LenoCcTHOCTb Bcex kKoMnoHeHT NCTIOH;
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- Kaxabln coTpyaHuk (nonb3osatenb VCIOH) unu rpynna nonb3oBatenen umeet
YHUKaNbHOE CUCTEMHOE UMSI U MUHUManbHO HeobxoauMmble NS BbIMOMHEHUS UM CBOMUX
dPYHKUNOHabHbIX 0693aHHOCTEN MOSTHOMOYMS MO AOCTYNY K pecypcamMm CUCTEMBI;

- B NCMNOH YuypexneHus paspaboTka u oTnagka nporpaMm OCYLLECTBISIETCA 3a
npegenamu NCIOH, Ha ncnbiTaTenbHbIX CTEHAAX;

- BC€ U3MEHEHUNSA KOHUrypauum TeXHUYECKUX U nporpammHbix cpencts UCIOH
NPOM3BOAATCH CTPOro YCTAHOBMEHHbIM MOPAOKOM (PErmcTpUPYOTCS U KOHTPOSTMPYHOTCS)
TOMNBbKO HA OCHOBaHWUW PacnopsiKEHU PYKOBOACTBA YUpexaeHus:;

- ceTeBoe o6opyaoBaHWe (KOHLEHTPATOPbl, KOMMYTaToOpbl, MapLlpyTu3aTopbl U
T.N.) pacnonaraeTcs B MecTax, HeAOCTYNHbIX AN NOCTOPOHHMX (CneuunarnbHbIX nomelle-
HUAX, WKadax, 1 T.n.).

- cneumanuctTammn YupexaeHus oCcyLecTBNAeTCs HenpepbiBHOE ynpaBneHue v aa-

MUHUNCTPATUBHAA Nnogaepxka beHKLI,VIOHI/IpOBaHI/IFI cpencTB 3allUnThl.
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7 KoHTponb acpcpekTnBHOCTU cuctembl 3awmtbl UCMNOH YupexaeHus

KoHTponb adpdektnBHocTn C3IOH OOMKEH OCYLLECTBSAETCA HA Nepuoanyeckon
ocHoBe. Llenblo KOHTpona a(peKkTUBHOCTU SBMAETCH CBOEBPEMEHHOE BbISIBIEHME He-
Hagnexawux pexumo pabotel C3MOH (oTKNOYeHNe cpeacTB 3awmnTbl, HapyLleHne pe-
XWUMOB 3aLLNTbI, HECAHKLUMOHUPOBAHHOE U3MEHEHME pexuma 3awWuTbl U T.M.), a Tak npo-
rHO3MpPOBaHWe N NPEBEHTUBHOE pearMpoBaHne Ha HoBble Yrpo3bl 6e3onacHocTu MOH.

KoHTponb MOXEeT npoBOAUTBCA Kak agmMuHucTpaTopammn 6GesonacHoctu WCIOH
(onepaTmBHBIV KOHTPOSb B NpoLecce nHopmMmaunoHHoro B3ammogencteus B UCINOH), Tak
N NpUBIEKAaEMbIMU ANA 9TOM LeSfiM KOMNETEHTHbIMU OpraHn3aunusamMm, UMerLWMMn NULeH-
310 Ha 3TOT BMA aesatenbHocTn, a Takke PCTIK Poccun n ®Cb Poccun B npegenax nx
KOMMNeTEeHUMUW.

KoHTpOnb MOXeT OCyLLeCcTBNATLCA agMUHUCTpaTopoM 6e30nacHOCTU Kak ¢ NMoMo-
Wb WTaTHBLIX cpeacTB cuctembl 3awmnTbl [NOH, Tak 1 C NOMOLWbLIO cneuunanbHbIX Npo-
rPaMMHbIX CPeACTB KOHTPOIS.

OueHka adpekTnBHOCTU Mep 3awmTbl MNMOH NpoBOANTCSA C UCNONb30BAHNEM TEXHMN-
YeCKMX M NPOrpamMmMHbIX CPeACcTB KOHTPOMsS Ha npeaMeT COOTBETCTBUS YCTAHOBMEHHbLIM

TpeboBaHUAM.
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8 Cdpepbl oTBeTCTBEHHOCTU 3a 6esonacHocTb MAOH

OTBeTCTBEHHBIM 3a pa3paboTKy Mep 1 KOHTPONb Haa obecneveHnem 6e3onacHOCTK
nepcoHarnbHbIX JAaHHbIX SBISETCA pyKoBoauTeEmNb YupexaeHusa. PykoBogutens MOXeT ae-
nermpoBaTb YacTb MNOMIHOMOYMI N0 obecrneyeHno 6e30MacHOCTN NePCOHarnbHbIX AaHHbIX.

Cdepa OTBETCTBEHHOCTM pPYKOBOAMTENSA BKMNHOYaET Ccreaylolme HanpaseHus
obecneyeHust 6e3onacHocTn MNOH:

- MnaHnpoBaHue n peanusaunsa mep no obecneveHmto 6esonacHocTn MAH;

- AHanus yrpoa 6esonacHocTtu MNOH;

- PaspaboTtky, BHeapeHUe, KOHTPOSIb UCMOMHEHNA N NoA4EepXaHne B akTyarnbHOM
COCTOSIHUM MONUTUK, PYKOBOACTB, KOHUENuun, npouenyp, pernameHToB, UHCTPYKUUA W
APYrMx opraHM3aumoHHbIX JOKYMEHTOB o obecneyeHunto 6e3onacHoCTy;

- KoHTponb 3awmeHHocTn UT nHdpactpyktypbl KomnaHum ot yrpos Vb nyTtem;

- OBby4veHne n mHpopmuposaHme nonb3osatenen WCIOH, o nopsgke paboTbl C
MOH n cpegcTtBamn 3aWmThl;

- npe}J,OTBpaLLI,eHI/Ie, BbiABJ1IEHNE, pearnpoBaHmne W paccrnegoBaHue HapymeHM|7|

6esonacHocTu MNAH.

Mpn B3aMMoOaeNCTBUN CO CTOPOHHMMW OpraHn3aumnsMmn B criyvasix, Koraa coTpyaHu-
Kam 3TUX OopraHu3auui npegoctaBnseTcs JoCcTyn K obbektam 3awmTbl (pasgen 3), ¢ aTu-
MU OpraHusauusiMu OOMKHO ObiTb 3akntoveHo «CornaweHne o KoOHUOeHUManbHOCTNY,
nnéo «CornaweHue o cobniogeHnn pexnma b6esonacHoctu MNOH npu BbINONHEHUN paboT
B NCIOH». MNoarotoBka TUNOBLIX BapUaHTOB 3TUX COrfalleHuU OCyLeCTBNAEeTCs COB-

mecTHO ¢ OTAenomM kaapoBoro 1 HOpMaTUBHO-NPABOBOrO 0GecneyeHus .
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9 Mogenb HapywuTens 6e3onacHOCTH

Mog Hapywutenem B YypexgeHuu MoHMMaeTcs nuuo, KOTopoe B pesyrbTaTe
YMBbILUAEHHbIX UMW HEYMbILSIEHHbIX AENCTBUA MOXET HaHecTu yuepb obbekTtam 3awuThl
(pasgen 3).

HapywwuTtenu nogpasgensatoTcss No npuaHaky npuHagnexHoctn k WCIIOH. Bce
HapyLMTenn OenaTcsa Ha ABe rpynnbi:

e BHELLUHWEe HapywuTenu — usnyeckne nuua, He MMerowme npasa npeboiBa-
HUS Ha TEPPUTOPUN KOHTPONMPYEMOW 30HbI, B Npeaenax KoTopon pasmMeLla-
eTcs obopynosaHne NCIOH;

e BHYTPEHHWE HapywuTenu — usndeckme nuua, nmerlmne npaso npebbiBa-
HUSA Ha TEPPUTOPUN KOHTPONMPYEMOWN 30HbI, B Npeaesiax KoTopon pasMelLa-
eTtcqa obopynosaHue NCIOH.

Knaccudmkaumna Hapywmtenenm npeactaesrneHa B Mogenu yrpo3 6e3onacHoCTM

nepcoHanbHbIX AaHHbIX kKaxgon NCT1OH.
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10 Mogenb yrpos 6esonacHocTH
Ona NCIMNOH YypexaeHns BblAENAOTCA cneaylowme OCHOBHbIE KaTeropum yrpos

B6e3onacHocTn nepcoHalribHbIX AaHHbIX:

1) Yrposbl OT yTEUKU MO TEXHUHYECKUM KaHanam.
2) Yrposbl HeCaHKLMOHMPOBaHHOIO AOCTYyna K MH(opMaLmu:

- YIpo3bl YHUUTOXEHUS, X1LLeHnsa annapaTtHbix cpencts NCIOH HocuTenen
MHopMauumn nytem dpuandeckoro goctyna K anementam NCI1H.

- Yrpo3bl XULWEHUS, HECAHKLMOHMPOBAHHOW MoauduKkaumMm nnn 6rnokmposa-
HUSA MHGOPMaLMK 3a CYET HecaHKLUMoHMpoBaHHoro goctyna (HC[) ¢ npymeHeHnem
nporpaMmmHo-annapaTHbIX KU MporpamMmMHbIX cpeacTB (B TOM 4ucrne nporpamMmmHO-
MaTeMaTU4YeCKnx BO3genCTBuUn).

- Yrpo3bl He npegHamMepeHHbIX OeWCTBUMA Morb3oBaTenen U HapyLlleHUn
B6esonacHoctTn pyHkunoHuposanus NCIOH n C3MOH B ee cocTaBe 13-3a cboeB B
nporpaMmHOM obecrnedeHnn, a Takke OT yrpo3 HeaHTpornoreHHoro (cboes annapa-
TYpbl U3-3a HEHAOEXHOCTU 3NEeMEHTOB, COOEB SNEKTPONUTaHUSA) U CTUXUAHOIO
(yoapoB MOJSIHMI, NOXapOB, HABOAHEHUN M T.M.) Xapakrepa.

- Yrpo3bl NpegHaMepeHHbIX AeNCTBUN BHYTPEHHUX HapyLUMTEnen.

- erosbl HEeCaHKUMOHMNPOBAHHOIO AOCTYyMa No KaHalnamM CBA3N.

OnucaHue yrpos, BeposTHOCTb MX peanusauum, onacHoOCTb M akTyanbHOCTb npen-

ctaBneHbl B Mogenu yrpo3 6e3o0nacHOCTM NepcoHanbHbIX AaHHbIX kaxgon NCTOH.
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11 MexaHu3m peanusaumu KoHuenuum
Peanusauua KoHuenuuy gomkHa ocyLeCTBNATLCA Ha OCHOBE NepcrneKTUBHbIX Npo-

rpamMmm n nnaHoB, KOTOPble COCTaBIAOTCA Ha OCHOBaHUN 1 BO UCMOJTHEHUE!

- (begepanbHbIX 3aKOHOB B obnactu obecneyeHnss MHpopmaumoHHon 6esonacHo-

CTW M 3alWnTbl HOPMaLNK;
- noctaHoBneHun NMpasutenbctea Poccurckon ®eagepaunu;

- PYKOBOASLMX, OpraHn3aumoHHO-pacnopsanuTenibHbiX U METOANYECKUX OOKYMEH-
T0B ®CTIK Poccuu;

- notpebHocten VCIOH B cpeactBax obecneyeHuns 6e3onacHocT nHpopmaumu.
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12 Oxunpaembin achcekT oT peanusaumm KoHuenuum

Peanunsauus KoHuenuumn 6e3onacHoctm INAH B UCIMOH no3BonuT:

- OUEHUTb cocTosiHne ©GesonacHoctn MHgopmaumm WCTIOH, BbISIBUTb WUCTOYHMKK
BHYTPEHHMX N BHELUHUX Yrpo3 MHOopMaLMOHHOM 6e30nacHOCTHN, onpeaennTb NnpuopuTeT-
Hble HanpaBfieHWsi NPeAOoTBPALLEHNS, OTPAXKEHUS U HEUTPANU3aumm 3TUX yrpos;

- paspaboTtatb pacnopsguTenbHble U HOPMATMBHO-METOANYECKME [OOKYMEHThI

npumeHnTensHo K CIOH;
- NpoBecTu Kkraccudukaumo n ceptucpmkauuio NCIrign;

- NPOBECTN OPraHU3aLMOHHO-PEXUMHBIE N TEXHUYECKMEe Meponpusitust no obecne-

yeHuto 6e3onacHocTm MNAH B UCIMOH;
- obecneynTb HeobxoaMMbIN YpoBEeHb Be30MacHOCTN OOBHLEKTOB 3aLLUTHI.
OcyuwiecTBneHme atux meponpusatui obecneynT cosgaHMe eOuHOWM, LIENIOCTHOWM U
CKOOPAWUHUPOBAHHOW cUCTeMbl MHGOpMaunoHHon 6esonacHoctn VCTTOH v co3gacT ycrno-

BUSA ONS ee ganbHenwero coBepLUeHCTBOBaHUA.
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13 Cnucok ncnonb3oBaHHbLIX UCTOYHMKOB

OCHOBHbIMM HOPMaTUBHO-NPaBOBbLIMN U METOOUYECKMMU LOKYMEHTaMW, Ha KOTO-
pbix 6asnpyeTcs HacTosiee NonoxeHne aBnAITCS:

1 ®epepanbHbin 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHbIX OaHHbIX»
(nanee — ®3 «O nepcoHanbHbIX OaHHbIX»), YCTaHaBNMBAKOLWNN OCHOBHbIE MPUHLUMLI Y
ycnosust obpaboTtkum NMOH, npaBa, 0693aHHOCTM U OTBETCTBEHHOCTb YYACTHUKOB OTHOLLIE-
HWR, cBA3aHHbIX ¢ 06paboTkon MOH.

2 «[MonoxeHne 06 obecneyeHnn 6e3onacHOCTN NEPCOHarnbHbIX AaHHbIX NpY UX 06-
paboTke B MHPOPMALMOHHBIX CUCTEMAX NepPCOHanbHbIX AaHHbIX», YTBEPXAeHHoe [locTa-
HoBneHueM lNpasutensctea PO ot 17.11.2007 r. Ne 781.

3 «[lopsgok npoBefeHns knaccuukaumm MHEPOPMAaLNOHHBIX CUCTEM MepcoHarnb-
HbIX AaHHbIX», YTBEPXOEHHbIN coBMeCTHbIM [Mpnkazom GCTIK Poccum Ne 55, dCB Poc-
cvn Ne 86 n MunuHdopmcesasmn PO Ne 20 ot 13.02.2008 r.

4 «lMonoxeHne o6 ocobeHHOCTAX 00paboTkM NepcoHanbHbIX AAHHbIX, OCYLLECTB-
nsemon 6e3 NCnonNb3oBaHUA CPeacTB aBToMaTU3auuny, yTeepxaeHHoe NocraHoBneHnem
MpaButensctea P® o1 15.09.2008 r. Ne 687.

5 «TpeboBaHnsi K MartepuanbHbIM HOCUTENAM OUOMETPUYECKMX NEPCOHANbHbIX
AaHHBIX N TEXHOMOIMMSM XpPaHEeHUs TaknX AaHHbIX BHE MHEAOPMAaLUMOHHbLIX CUCTEM Nepco-
HanbHbIX OaHHbIX», yTBepxaeHHble [locTaHoBneHnem [lNpasutensctea PO ot 06.07.2008
r. Ne 512.

6 HopmaTtmBHO-MeTOoan4Yeckne OOKyMeHTbl PefepanbHon cryxbbl MO TEXHUYECKO-
MY W 3KCnepTHOMY KOHTponto Poccuickon degepaummn (ganee - PCTIK Poccumn) no obec-
neyeHuto 6esonacHoctu MNAH npn nx obpabotke B UCTOH:

7 PexomeHgaumn no obecneyeHnto 6€30nacHOCTN NepcoHanbHbIX AAHHbBIX NPU UX
06paboTke B MHPOPMALMOHHBIX CUCTEMAxX NepCOHarbHbIX AaHHbIX, YTB. 3aM. gMpekTopa
®CTIK Poccum 15.02.08 r. (A4CI)

8 OCHOBHbIE MEPOMPUATUS MO OpraHM3auumn n TexHndyeckomy obecnedeHuto 6es-
ONacHOCTM MNepcoHasrbHbIX AaHHbIX, obpabaTbiBaeMbiXx B WMHEMOPMALMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, yTB. 3aMm. aupektopa PCTIK Poccun 15.02.08 r. (OCIT)

9 basoBasa mogernb yrpo3 6e30nacHOCTU NepCcoHarbHbIX JaHHbIX NpU nx obpaboTke
B MHOPMAaLMOHHBLIX CUCTEMAax MNepCoHanbHbIX AaHHbIX, YTB. 3am. gupektopa ®PCTOK
Poccuun 15.02.08 r. (OCIM)

10 MeToauka onpegeneHns akTyanbHbIX yrpo3 6e30nacHOCTU nepcoHanbHbIX AaH-
HbIX Npu nx obpaboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHanbHbIX AaHHbIX, YTB. 3aMm.
anpektopa CTIK Poccumn 15.02.08 r. (ACI)
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